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[ HOME LAB - Network Topology |

Tools Needed

Pfsense

Ubuntu
SIEM-Wazuh

Kali

Win Server 2019
Windows 10
Wireshark
Vulnerable VM (Blue)

System Requirement

8GB or 16GB RAM

50068 HDD

VMWare Workstation

Pfsense
192.168.2.1
Attack Machine
192.168.2.10 VMnet 2 VMnet 3
A
}\nﬁ 5
ofF——10F—— VMnet 4
SIEM - Wazuh
192.168.5.0/24
=
O g
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gl ¢ anadill JE g g 8 Alea jlaa (e O siay () Slugall 3 @ G aally e g Slaladin)
A U sSa e s 4 zmaall st Jsasll e Gash g oY) a0 g 4k

AU e daliaa dadail e Jadl GULy Jdat g aess Ua Wy el SIEM 458w :SIEM-Wazuh e
& aalin Laa () sall 3tV 5 olanagil) Caling) g o ndll i gl) 8 381 ) 8 deluu clic gy g
o) (e QoD Bl el 8 ge LA

G A e ULl Blad Jan Al clblall gasdy g dasily Al 2031 J K555 0 Jae ;Wireshark e
A e Alainall 4pie) Clapagil) sy CUSEAN ardidi g ASual @l gl agh 8 dde ) | il <8 )
o) Jalas

A0S ye i o8 5 Aalas 401 AD DS i si :Active Directory Domain Services (AD DS) o
A5 JAh de giie ailla gy Cledd g aadiiadl 3 ) e 3ol 5 aadail DA (e AN 3 o) Jacey g
s 5l

D8 s AalAl) A g ST Glaagd) SlSLaal Gaadall Ll ga 138 () Sas o gagll A0S kali linux e
Jlae 8 Cand 3 Cilaagll GLEST 3505 Ml s clgie o laall 148 Lo pagl) IS agdl dilee duaie
Ll (Y

b seln g Lhladl AN & s aes (e 43 LG Wireshark 2 zlewd) JA e 2000 4y
Al e s jlaall o alall e ddadaY) L) o 4

QR PRAPU PR -H PR SYEN UVR P KEGAM LW DU F WY I 0 e
-daddiiall 3 3eaY) €Y7,

e

3, sall LS Clial sall
CORE-i9,

CEY e 1 RAM: 32 DDR4,
HARD: 1TB SSD,

CORE-i7,

CEY e 1 RAM: 16 DDR4,

HARD: 1TB SSD,
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Aol Jaedill dadayl €,Y,Y,Y

daes Sl SF el
22.04.1 Ubuntu
2022.4-Installer amd64 Kali Linux

2022 Windows Server
23H2 Windows 11
2 22H2 Windows 10
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Windows Defender logs

Website VirusTotal

4.2.5 Wireshark
Website monday.com
Website Trello

Google meet

95 or later Chrome
93 or later Firefox
draw io

Aaddlieall daa il Cilal €,Y,Y,0

T

Szl s

3.12.2 python

Bash Scripting

£ 9 siall B dadiiceal) clydsll) €, ¥
Wazuh adaill & 4lul) cliSall Yl €, 7))
S sl cctila glaall da gl g g pgdall g caaldd) 135S je Aty e DD Wazuh Jass alad LS
Wazuh indexer ¢,¥,),)

de ganaS Leingd Sy Wazuh. aila e 3 paball Sleaiill (p ja5 5 4 jed e Jgsme (uedall
JSON (o8 clilnd) oy 383 oy a5 Sall Boaxia sl a8l dyalal
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sl latiuall e Endl dlgad) Jaidi 43 palall REST AP aladinly (s jgdall ae Jelill sy 8oy
Al s aledll Jpani s Leada i \giilia)

WaZUh ?J& i;“) \ )*
threat <Clagdll Gljbaiu) jolae aladinl JOA e 4 Aaldll CalSll &l jod awad o
JUiieY) cildlkie s MITRE ATT&CK Jae ) alasinl Ui a4 intelligence sources

anill) Ul st NIST 800-53 SCIS SHIPAA SGDPR 5 PCI DSS Jis (wiaill
Lo dualal)

Wazuh dashboard ¢,¥,V,¥

Gla gl Jadd a5 cusll it dgaly aladiul Glegleall da gl 8 Lehilady bl ) gad 24
LoDl 481y clily s S digeall ikl 5 ¢ akarill JELY) 5 dgiaY) Elaadl il glae

ila sheall da 5l 8 adlla 48] ja s WazZU 0S5 810 Ul o35 (s AT sl (o (e ectlilal)

THREAT DETECTION AND RESPONSE
SECURITY INFORMATION MANAGEMENT

@ Vuinerablities @ VirusTotal
‘applicabons in your avironent are zfiecied by Alerts resulting from VrusTotal analysis of suspicous fles via an
Ine-abiities. ntegration wih ther A1

= . )
Q[ Security events @ Integrity monitoring
o

your security akets, identiying issues and treats g 18l

& Dockerlistenar

aws - Amazon AWS @ Office 365
~

lgted 1o your ATazon AWYS senvices, collected Security events related o your Ofice 385 sevices.

via AWS AP

aa MITRE ATTRCK

X ag
Google Cloud Platform @ GitHub
Securly events relted fo your Goagle Clou Platfo senvices Mentoring events from aut logs o your GitHub rganizations
collcted drectly via GCP APL

() e Js3
lellas g il joal @
S5 Lgrany Al Ll (e Adlisal) o)) e Jisl) o cpeddiuadl Gl dgals aels

Uyl clasleddl da 5l Ji 58 Wazuh, adla Wals ) el clgnil) ) 4layy cWazuh
doaiaia QLAJL.AQ\AJSJQ\J};AS ;L&.’ab ﬁ)&ﬂ\ c\.ﬁu!‘_;c 3‘)&3\

pe oSy DSl A8l e @
AJBJ\Z\JS‘JA} cv\S}j\ Uﬁ)ﬁz,)bl-.’ Y QLA}M\ AAjjc.q.uﬁ
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wazuh. ]

om . o wennviin | [ F P — ——_— i TsMIIGeN  Mmd202@IsEIM0

MITF Compliance Filt |
_ o i B Adies  Reesssigmes Russlewd Fuke il
st L]
1sF .
E) L
02
0
Events count evaluticn
ci_debiant
|
| b e s s o e ot g Sen
I |
A |
Al |
[ . -
| | \ {
| \ | |
\ I
oy ISR
\ . A
Y

Wazuh agents ¢,¥,),¢

B_)@Ai Al Llas (pauiali Al .Lls.\éc cvﬁjﬂ _)ﬁue:\:t ca_vﬂ\ 43 58 e e Wazuh oSai qu
B‘}@A_i).“ 4§ cloud instances PRPEN] S Akl i suaSl) };_}ei FURAPWA| i gnaSl)
<AlXs <Solariss ¢macOS;s <Windows s ¢« LinuXele dezll IS0 Sy Al i)
Clagdl) aie GUSL) s lae cagents ol s Aakail) o djles a5 5 ,AY) Jrdil] dakail

Ll sty g Lealiss)

euam@uw- [RERISEARILE I

File integrity monitoring (FIM): ¢,¥,Y,)
ol ypancil) iy sgd Leloans o L@ o clalal) o Las) aie &30V 5 cclalall alai 481 e as 5l) 028 o 58
s ey (e Jaualds Laily ald Lo Caaa g ig die (5 sinall g ALl 5 i 31 5 i) Cilaws b
il s e Lgde Jalial) g lily 3acE el FIM 3285 058 2l ) ddlaaYly | il cid gl 8
2 e Sladlaiul) iy sransy Laa () all

) 8 aa FIM gt ang el 13l aUaill J3 3 jlia mal y 252 g CalEES) sas 5 FIM gkaivn Y
threat intelligence ©laagdll Glaslaa jabasy ¢ YARADK cdlangdll e i)
8 jball clild) iy chashing <uldl 4 3a5ICDB 5 VirusTotal 4alé Jis c<sources
_EJL).'AGA‘} aﬁjﬁg\wﬂ“, \‘):\f:.hu.'&\j

RoOtKit 48dd) jodal) S gl oo CadSY ¢,7,Y,¥

s Aelu VY IS dledll Aaii pand 305k e 85l el dsas oo Sl Baa 028 PREGHE
o=xis ROOtKIt 3 osfin il Ahadi (& JSl) Cuolih 2ay Aol dalad W85 et (S
bl e @ gLl e Gy aasd) alaill 5 Jasll V) 5 AaY) 5 ol jlusall 48 50 5 /ey Jalal)
Ao o gllaall 22 il Cua Lebiams Ll S s 8 alall rootkit bl g8 lily sacld aladiuly

30| Page



Extended Detection and Response

saanall ae )l e o sl (il g «_biil) ol il s Gaesal) i) Glil el ) el Q)
.i.

VirusTotal integration ¢,Y,Y,¥
Letie gl Julii oy 3 jlall il L3S Wazuh aebivs ¢ VirusTotal ge 432 3 jaa
VirusTotal JaSi ald ) el aay (s Lee Al )l Dlalaal & @l jpad ) FIM i5S
dgaly plaainly VirusTotal bl saclay 44 jaill 45 jlae ¢l oy o5 Calall 4 jaiil) 4038 z)ALL
3Ll o Uas o (g ging 084 ) o 8 dlaiad 83 SlD ey oy Virus Total, clisk 4
b calaasag

YARA ¢£,Y,Y,¢
¢ FIMas L 2ic 2e) gl Lla¥) dglas gk e 5 bl clalal g 5 Ll 7l pasil 31
5 W jlaal s clalad) s3] (asd dlae o) a) & [12] YARA fasie gl caws ) clalal)
Jalaill 5yl Glal paal) ) peasall =il Jls ) aaes Y al 5 jlia el o cailS 13) Le pasil aae | il

Windows Defender logs collection ¢,Y,Y,¢

<« Windows Defender < (e aeail Windows e bl e oS gl () 65 2
Al Ll e ennall il g anall Alla e (g giad

el et £,%,Y,1
GOa) A (e 3ol 5 ghadll Aulle Eulaal) dallas Je alsall sl 508l sda aelud
Badae O ladde (Ao 2l Anlal cliladial
) ) Blas e ddlide g Y Aadil) Laind Ll ) dina g e pal e Wazuh g sisy
Ol sie Canay ol caddiine Clua Jolaathy o g8y 8 o <Al Gilalae) e 2l dasa o) ja) ) a8 B
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Suricata ¢,Y,Y,V
A Glaadl e el aaaat a3 4461 Jlad 5 jradl 7 siie (IDS) @kl e CalS alai ga
Sl Dl e wiS Ll s ¢ Wazuhee @is J) Gis Suricata alasiul (Say 328l
il Al 5 A8 el Gaeadd ¢ aadll 7 gide (HIDS) Caucaall

13} ¢l bl gl e assll Lllay 5 403 & s Suricata gess (bl Jl alild) cea
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AUl 3 ariioual) i €, ¥, ¥
Python ilv)v)\
Ao Rgals ot JSON Gt cDladl el PYthon plasiel & g spball I3 i
AP ikl
PSULi] AiSa aladinly dima Axie ) 5 58 JIA ASEN il glaa pany o 50L C S inetwork.py
"json. network" .kl & Json ggaih litall Glal) o5

PowerShell: &,Y,Y,Y
L) il Caliag) g BlSlaall langl) 2858 ya gal UST daladinl o5
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£ 9 el JLEA) g LAT 1 waldd) Juadll

dadia 0,0
Ll )y Wazuh alas cuig LusSis Ll cufi 4al e gopdall (usSill adens astin Juadll 28

=

WY daleny fag 5 (gAY

£ 9 pdall Jas (eSS A dulul) cighd O,

VMware Workstation Pro <ol 0,Y,)

goydal 3 labtinin ) cilalls Aadail) ity A8liain )y dnas Ay Jand deladial Qe Cus

;jﬂ

207208 > OEC 120020 AU Sa) e Wa S e

Vﬁ‘v&.., D et

vmware

Welcome to the VMware Workstation Pro

Setup Wizard ate
WORKSTATION = el
PRO™ ,
/
&)
The Setup Wizard will upgrade VMware Workstation Pro on *
your computer, Click Next to continue or Cancel to exit the e
Setup Wizard. [QEVETIVEXCH
@
WCTTETEIe

Copyright 1998-2024 VMware, Inc. All rights reserved. This
product is protected by U.S. and international copyright and
intellectual property laws. VMware products are covered by
one or more patents listed at:

wazuh first  DotNetRes...
.docx

P

WiFi - yyyyy.ixt Wireshark: " NetBalancer NETReactor...
Wireless N...

VMware * pfsense &laall jlaa cufi o,Y,Y

file cussi o voa )il jlgs oLiil SVMware Lidis » 44
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File. Edit View VM Tabs

[C' New Virtual Machine... Ctrl+N
Open... Ctrl+0O

Scan for Virtual Machines...
Configure Auto Start VMs
Close Tab Ctrl+W

EL Connect to Server... Ctrl+L
Export to OVF...

Exit

() P S

typical risaill )b o L)) e Y] auas
Mew Virtual Machine Wizard

vmware Welcome to the New Virtual
WORKSTATION Machine Wizard

PRO™
1 ; What type of configuration do you want?

Create a Workstation 17.5.x virtual
machine in a few easy steps.

() Custom (advanced)

Create a virtual machine with advanced
options, such as a SCSI controller type,
virtual disk type and compatibility with
older VMware products.

()l i
pfSense iso image alily 8 Lgadll aladll ) Jawly Browser sos
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New Virtual Machine Wizard

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
system. How will you install the guest operating system?

Install from:

OLnstaIIer disc:

CD Drive (N:}

-

@iInstaller disc image file (iso):

| G:\wazuh-lab\system-iso\pfSense-CE-2.7.2-RELEASE -~ ‘ Browse...

[[L] FreeBsD version 10 and earlier 64-bit detected.

OIWI” install the operating system later.

The virtual machine will be created with a blank hard disk.

< Back Cancel

() b i
Dlea o b salidV) Slgall §)5ua Lais 2iue (3l adgally a3V Glilga dpacdi saley Jla L 2ag
L Jal gs8 alpfSense ) VM an) juaty o8 . Chadl)

New Virtual Machine Wizard

Name the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:

|Ffsense]

Location:

| G:\lap\pfsense 2

The default location can be changed at Edit > Preferences.
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() A JS

LA G iy e el sy Cullan Y 0S¢ mlidl USE VML Slead Gadll das 2

New Virtual Machine Wizard

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you add
applications, files, and data to your virtual machine.

Maximum disk size (GB): : <= 1

Recommended size for FreeBSD version 10 and earlier 64-bit: 20 GB

() stare virtual disk as a single file
@ Split virtual disk into multiple files I 2

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce performance with very large disks.

() A J<s

As CYgae ed Chrcain .83gaY) e <yt ¢ iaY customize hardware sygay) (avads sas
Al g ye ASal WK et o lae i 1305 Ly aldll gl & minse 8 LS ()4
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Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing FreeBSD
version 10 and earlier 64-bit.

The virtual machine will be created with the following settings:

Name:
Location:
Version:

Hard Disk:
Memory:
Network Adapter:

Operating System:

pfsense
G:\lap\pfsense\ddd
Workstation 17.5.x
FreeBSD version 10 and earlier 64-bit

20 6B, spltt
256 M8
NAT

Other Devices: €D/DVD, USB Controller, Sound Card

[[] power on this virtual machine after creation

5

Ere]

Hardware

Device Summary

Memory

Specify the amount of memory allocated to this virtual machine. The memory

Processors

Metwork Adapter
Network Adapter 6 Custom (VMnet6
Metwork Adapter 4 Custom (VMnet4
Network Adapter 3 Custom (VMnet3
Metwork Adapter 5 Custom (VMnet5
Network Adapter 2
USB Controller Present
c}) Sound Card Auto detect
[Ipisplay Auto detect

size must be a multiple of 4 MB.

Memory for this virtual machine: 256 |2 M8

128 GB
64 GB
32 GB
16 6B M Maximum recommended memory
8 GB (Memory swapping may
408 occur beyond this size.)
2GB 13.3GB
1GB
512 MB Recommended memory
256 MB 256 MB
128 MB
64 MB Guest 0S recommended minimum
3218 32 MB
16 MB
8 MB
4 MB

() A J<s

e 3l Ad Jgae JS o o B 08 ¢ S 13gs VMWare dgals sk die cundil) oo Llls

pfSense © (&WIVM  lgs (Lidil Z6LLI 5 (§sd Jaill 25éi 25 ¢ 4/ A\adl VMnet i<us
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~ Devices
Memory
Processors
Hard Disk
CD/DVD (IDE)
Network Adapter
Network Adapter -
MNetwork Adapter 3
Network Adapter 4
Network Adapter 5
Network Adapter 6
USB Controller
Sound

sp

~ Description

() A S

256 MB

1

20 GB

Using file G

NAT

Custom (VMne
Custom (VMnet
Custom (VMnet4)
Custom (VMne
Custom (VMnett)
Present

Auto detect
Auto detect
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ciy SIEnter e iz install saa (Accept Jsall enfer Ao ) .cudil) dilee fas (Yl

install pfSense

pfSense Installer

Copyright and distribution notice
Copyright and Trademsark Notices.

Copyright 2884-2816. Electric Sheep Fencing, LLC ("ESF"). Helcome
ALl Rights Reserved. Helcome to pfSense!

Copyright 2814-2823. Rubicon Comunications, LLC d/bsa Hetgate ~

rotgatas:

ALl Rights Reserved. escue She Launch a shell for rescue operations
Recover config.xml from a previous install

All logos, text, and content of ESF and/or Netgate, including underlying
HTML code, designs, and graphics used andor depicted herein are
protected under United States and intermational copyright and trademark
laws and treaties, and may not be used or reproduced without the prior

express Written pernission of ESF and/or Netgate. {Cancel)

"pfSense” iz a registered trademark of ESF, exclusively licensed to

Netgate, and may not be used without the prior express written

pervission of ESF and/or Netgate. All other trademarks shown herein are
26%

() o s
Enter. e li.ginstall s enter o Liaalg Auto daa .Uy (aldll VHDD sy o928 o)

pfSense Installer pfSense Installer

ZFS Configuration
Configure Dptions:
Partitioning

How would you like to partition your disk? 3> Install Proceed with Installation

Pool Type-Disks: stripe: B disk
luto (2F5)WMGuided Root-on-2FS Al e s S 1SS

Rescan Devices
Auto (UFS) Guided UFS Disk Setup Disk Info o
Manual Manual Disk Setup (experts)

Per Pool Name pfSense
Shell Open a shell and partition by hand Force 4K Sectors? YES

Encrypt Disks? ND
Partition Scheme GPT (BIOS)
Swap Size 1y
Mirror Swap? ND
Encrypt Swap? ND

N
4
E
P
S
M
H

<Cancel>

ke lect>| <Cancel>

——I[Use alnum, arrows, punctuation, TAB or ENTERI

To use ZFS with less than 8GB RAM, see https://wiki.freebsd.org/ZFSTuningGuide Create ZFS boot pool with displayed op

()l i
0K 2aa i 4ilnY space bar o La) Enter o s stripe Loyal) s
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pfSense Installer pfSense Installer

ZFS Configuration
Select Virtuwal Device type:

2FS Configuration
mirror Mirror - n-Hay Mirroring

raidlA RAID 1+8 - n x 2-Hay Mirrors l@ Ha|
raidzl RAID-Z1 - Single Redundant RAID

raidz? RAID-Z2 - Double Redundant RAID
raidz3 RAID-Z3 - Triple Redundant RAID < Back >

<Cancel>

[Press arrows, TAB or ENTER]

[1+ Disks] Striping provides maximum storage but no redundancy

() o s
Enter. e Licaly Ledil sule/ 2aa PfSense. cuiil Enter e LialYES s

fSense Installer
B pfSense Inst:

ZFS Configuration
Are you sure you Want to {Corplete}
the current contents of the following disks: Installation of pfSense completet
Hould you like to reboot into the
da@ installed system now?

[Reboot ] [“hell 1

< ¥ES > 0 ]
[Press arrows, TAB or ENTER]

() o s
ol delens s L

pfSense Installer

Archive Extraction
base. txz [l 15

Extracting distribution files...

verall Progress
] 15%

7357 files read @ 919.6 filesssec.
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Jdsne WAN dgaly Jeats LAN 5 WAN :(piigaly 359 Ll 8 Laadlics o~ sy pfSense cufii 3jae
Sy (52 A<uall clgals (sa) LAN dgaly axi i) ) Joeaslls rase Laa by alall NAT 40
clgalsll ues — ) LAl sl pfSense e (Al cilgalsl 38 il Al b dadh 5aslg (g5

done.

Starting CRON... done.

pfSense 2.7.2-RELEASE amd64 28231286-2818
Bootup complete

FreeBSD-amdb4 (pf3Sense.home.arpal (ttyuB)
UMuare Virtual Machine - Netgate Dewvice ID: 3139eecBeB8B2bd48812
#x% Llelcome to pf3ense 2.7.2-RELEASE (amdb64) on pfSense ===

HAN C(man)
LAN (lan)

-> emd
-> eml

->
->» w4: 192.168.1.1-24
a)

1)

Logout (35H only) 9]

18)

piTop

Assign Interfaces

Set interface(s) IP address
Reset webConfigurator password
Reset to factory defaults
Reboot system

Halt system

Ping host

Shell

2)
3
4)
5)
6)
7)
8)

11)
12)
13)
14)
15)
16)

Enter an aption: 1ff

() A JSi

Filter Logs

Restart webConfigurator

PHP shell + pfSense tools
Update from console

Enable Secure Shell (sshd)
Restore recent configuration
Restart PHP-FPM

sl . Jawdl Lgie dajly ASUWAN & LAN) Laid \gin (i pe dallall cilgalsll paes (555 ¢l (e

Enter an option:

Valid interfaces
aa:
a8 :
1215
a8 :
ha:
aa:

8:83
-8 :8d
0:17

121

Intel(R)
Intel (R)
Intel(R)
Intel(R)
Intel(R)
Intel(R)

emd
eml
eMZ
emM3
emd

eMS

(up)
(up)
(doun)
(down)
(down)
(down)

Ac

Bc
Ac:
Ac

Do
If

say

ULANs
ULANs

no

be
be
use

set
used,

first?
or

to
not

need
will
here

|llJ
only
and the webConfigurator

Should ULANs be

set up now [yinl? |}

() o JSS
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Legacy
Legac
Legacy
Legac
Legacy
Legacy

for optional
to configure ULANs

(lgalsl o3 JS (S o At

PRO-/1888
PRO-/1888
PRO718088
PRO-/1888
PRO-1888
PRO-/1888

(Copper)
(Copper)
(Copper

(Copper)
(Copper)
(Copper)

it is
later,

interfaces, typical to

if required.
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Should VLANS be set up now [y:n]?: n

Bl . e e IS s e em5 g emd g em3 gem2 g eml g em0 s
Aabdly) oS

Should ULANs be set up now [yinl? n

If the names of the interfaces are not known, auto-detection can
be used instead. To use auto-detection, please disconnect all
interfaces before pr ing "a’ to begin the proc

Enter the HAN interface name or 'a’ for auto-detection
(e eml em2 em3 emd emS or al): emB

Enter the LAN interface name or 'a’ for auto-detection
enables full Firewalli .
eM2 em3 emd em5S a or mothing if fi ) : emd

Enter the Optional 1 interface name or 'a’ for auto-detection
(em2 em3 emd emS a or nothing if fin emM2

Enter the Optional 2 interface name or 'a’ for auto-detection
(em3 emd emS a or nothing if finished):

Enter the DOptional 3 interface name or 'a’ for auto-detection
(em4 emS a or nothing if finished): emd

Enter the Optional 4 interface name or 'a’ for auto-detection
(em5S a or nothing if finished):

JSIP Gpslie cpe Lo s lld 3y P (aslie (g oS5 dalla clealsl) puen o (53 o iy oY)
o SPAN M Llies sSie dgalsll s3a Y OPT4 &jig (OPT3 (OPT2 (OPTI « LAN )igal

41| Page
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FreeB53D-amdb64 (pfSense.home.arpa) (ttyvB)

UMnware Uirtual Machine - Hetgate Device ID: 3139eecB8ed882bd48612
=xx llelcome to pfSense 2.7.2-RELEASE (amd64) on pfSense s

WAN C(wan) -> emfd -> v4/DHCP4: 192.168.181.128
LAN (lan) -> eml -> wd: 192.1668.1.1-24

OPT1 (optl) - em2 -

OPTZ2 (opt2) -> emM3 ->

OPT3 (opt3) -> emd ->

0OPT4 (optd) -> eMd ->

Logout (SSH only) pfTop

ﬂecign Intorfaros Filter LDgS

Set _interface(s) IP address Restart webConfigurator
Reset webConfigurator password PHP shell + pfSense tools
Reset to factory defaults Update from console

Reboot system Enable Secure Shell (sshd)
Halt system Restore recent configuration
Ping host Restart FPHP-FPH

Shell

Enter an option: 2J]

LAJQ.i@;b uAc'IP d&jUQ ¢&pﬁge%5\dﬁ cﬂ\.* Jbiﬂ Jaa

Enter an option: 2
Available interfaces:

HWAN (emB - dhcp, dhcpB)

LAN (eml - static)

OPT1 (em2)

0PTZ (em3)

OPT3 (emd)

0PT4 (em5)

Enter the number of the interface you wish to configure:

Configure IPuv4 address LAN interface wia DHCP? (ys/m) n

Enter the new LAN IPv4 address. Press <ENTER> for none:
> 192.168.2.1

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.gy. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new LAN IPuv4 subnet bit count (1 to 32):
> 24

() o JSs
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LAN = 192.168.2.1/24,

OPT1 - 192.168.3.1/24,

OPT2 = 192.168.4.1/24

OPT3 = 192.168.5.1/24

paleall leal Shsie Jl (usSs
Configure IPuv6 address LAN interface wia DHCPE? (y-sm) n

Enter the new LAN IPv6 address. Press <{ENTER> for none:
¥

Do you want to enable the DHCP server on LAN? (ys/m) u

Enter the start address of the IPv4 client address range: 192.168.2.1
Enter the end address of the IPuvd client address range: 192.168.2.28
Disabling IPvE DHCPD...

Do you want to revert to HTTP as the webConfigurator protocol? (y/n) v

Please wait while the changes are saved to LAN...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

Restarting webConfigurator...

The IPv4 LAN address has been set to 192.168.2.1-24

You can noW access the Wweblontigurator by opening the following URL in your web
browser:

http:--192.168.2.1~

Press <ENTER> to continue.|]

() o S
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Enter an option: 2
Available interfaces:

HAN (emB - dhcp, dhcpb)
LAN (eMml - static)

0PT1 (em2)

0PTZ (em3)

0PT3 (emd)

0PT4 (emd)

Enter the number of the interface you wish to configure: 3

Configure IPvd4 address OPT1 interface wia DHCP? (ypsm) n

Enter the new 0PT1 IPwv4 address. Press <{ENTER» for none:
» 192.168.3.1

Subnet masks are entered as bit counts (as in CIDR notation) in pfSense.
e.g. 255.255.255.8 24

255.255.8.8 16

255.8.8.8 8

Enter the new 0PT1 IPv4 subnet bit count (1 to 32):
> 24

() o LY

AD DM 5ig=¥ 513 jlgad Slsic GBI (usSil
Configure IPvb address 0OPT1 interface wvia DHCPB? (ysn) n

Enter the new 0PT1 IPuv6 address. Press {ENTER> for wnone:
>

Do you want to enable the DHCP serwver on O0PT1? (ysm) p

Enter the start address of the [Pwv4 client address range: 192.168.3.1
Enter the end address of the IPuv4 client address range: 192.168.3.28
Disabling IPvG DHCPD. ..

Please wait while the changes are saved to OPT1...
Reloading filter...

Reloading routing configuration...

DHCPD. ..

The IPwv4 OPT1 address has been set to 192.168.3.1-24
You can noW access the weblLontigurator by opening the following URL in your web
browser:

http:~~-192.168.3.1~

Press <ENTER> to cuntinue.l
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IP address  s<i Lisdy munis Sy PFSENSE oloc ) Liad Lil (o JSAN Ligy ilajsiall (555 Loic

for interfaces of network

http:s-192.168.5.1~

Presz <ENTER> to continue.
UMware WUirtwual Machine - Hetgate Dewvice ID: 3139eecBeBdBB82bd480812

#xx llelcome to pfSense 2.7.2-RELEASE (amdG4) on pfSenze s

HAN Cwan) emd -> vwi-DHCP4: 1927.168.181.128
LAN (lan) eml -» vd: 192.168.2.1-24

0PT1 (optl) emM2 -» vd: 192.168.3.1-24

0PT2 (opt2) emM3 -» vd: 192.168.4.1-24

0PT3 (opt3) emd -» vd: 192.168.5.1-24

OPT4 (optd) emMs ->

Logout (35H only) 9) pfTop

Assign Interfaces 18) Filter Logs

Set interface(s) IP address 11) Restart webConfigurator
Reset webConfigurator password 12) PHP shell + pf3ense tools
Reset to factory defaults 13) Update from console

Reboot system 14) Enable Secure 3hell (sshd)
Halt system 15) Restore recent configuration
Ping host 16) Restart PHP-FPH

Shell

Enter an option: [

() o2 S0
BB Ll (pfSense o )y Lles Hlan iy Liad (I L 8 al JUaSU 520 S 138 lilers Jii3
AN 550 AS5 (e il gle Lals (inferfaces) sl 6 A Llsy ulaS V) & il Gl

kali linux < a3y 0, Y,
b paldll Llaadl Jlas o Gl g eha) dllaSy Ly paldll asagll Slea cundiy o st

ca L JUaiV L U sy (53 sag cllia aany La dug )1 838011 Jie ccaifiY) aals L) 13a :NAT Door
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I ms 25ng ie 4] 24 aSag =30 ey Ja (0 &y 6 (PFSENse) ()l JUall) s Lise Ly
oy il Golall s Ly (alall PfSense s of il s e eV et ol it e sl
celgal daey 4s dalall Cugll cilgaly ) Jyeastls Liad oygnylanall ¢ geaigall

(kali — kali) aUsll Joans agis calail) s alas) aas A Lissals ¢ Kalicul = ¢yt ot oY)

() pd S

Onnly 8 38 Ly Galall dlead) o o 5 o) Wias cliag ifconfig Y (o terminal 1l Caads
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kali@kali: ~
File Actions Edit View Help

|~ |

eth0: flags=4163<UP.BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 192.168.2.2 netmask 255.255.255.0 broadcast 192.168.2.255
inet6 fe80::b77a:a925:1147:5e5b prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:be:4f:9c txqueuelen 1000 (Ethernet)
RX packets 250 bytes 15586 (15.2 KiB)
RX errors @ dropped @ overruns @ frame 0
TX packets 356 bytes 36469 (35.6 KiB)
TX errors @ dropped @ overruns @ carrier 0 collisions 0

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0
ineté ::1 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 11 bytes 1024 (1024.0 B)
RX errors @ dropped @ overruns @ frame 0
TX packets 11 bytes 1024 (1024.0 B)
TX errors @ dropped @ overruns @ carrier @ collisions 0

() o Jab
D al) &S aadiindl aud pfSense. ) Jsastnttp: //192.168.2.1 i)y Mozilla Firefox Juds; .8
JAY) ) e hral & (admin pfsense) L 4o pdy)

= New Tab

Q, http:/[192.168.2.1/
192.168.2.1 — Visit
https:/[192.168.2.1/ = Switch to Tab
pfSense.xdr.lab - Interfaces: Bridges — http:
pfSense.xdr.lab - Firewall: Rules: WAN — http
pfSense.xdr.lab - System: User Manager: Users — http://19
pfSense.xdr.lab - Interfaces: Interface Assignments — http
pfSense.xdr.lab - Interfaces: SpanPort (em5) — http:
pfSense.xdr.lab - Interfaces: WazuhServer (em4) — http
pfSense.xdr.lab - Interfaces: Ubuntu (em2) — http

pfSense.xdr.lab - Status: Gateways — http

This time, with @ B L» ® ©H
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next e @l dleadl s el cus i ddlin el cua il S ety Jedall isad dey

m Sense Login to pfSense

SIGN IN

admin

SIGN IN

() oo Jab

Hisense

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / e

pfSense Setup

Welcome to pfSense® software!
This wizard will provide guidance through the initial configuration of pfSense.

The wizard may be stopped at any time by clicking the logo image at the top of the screen.

software is developed and maintained by Netg.

() o S
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'WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / General Information (7]

General Information

On this screen the general pfSense parameters will be set.

Ne e firewall host, without domain part

Examples: pfsense, firewall, edgefw

Domain home.arpa

Domain name for the firewall

Examples: home.arpa, example.com

Do not end the domain name with "local' as the final part (Top Level Domain, TLD). The 'local’ TLD is widely used by mDNS (e.g. Avahi, Bor g
Rendezvous, Airprint, Airplay) and vices. These will not network correctly if the router uses 'local' a
Alternatives such as 'home.arpa

Windows systems and networked de
lan, or mylocal' are safe

The default behavior of the DNS Resalver will ignore manually configured DNS servers for client queries and query root DNS servers directly. To use the
manually configured DNS servers below for client queries, visit Services > DNS Resclver and enable DNS Query Forwarding after completing the wizard.

Primary DNS Server m 2

Secondary DNS Server

3

Override DNS
Allow DNS servers to be overridden by DHCP/PPP o

4

WAN

() A S

LAl e alls Eto/GMT+3 el cudgs e Timezone duial) lidhia jlod) eliCe (la

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Time Server Information (%]

St

Time Server Information

Please enter the time, date and time zone.

of 9

Time server hostname 2.pfsense.pool.ntp.org

Enter the hostname (FQDN) of the time server.

Timezone tc/GMT-3 hd

() o J<i
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PPTP Dial on demand Enable Dial-On-Demand mode

This option causes the interface to operate in dial-on-demand mode, allowing a virtual full time connection. The interface is configured, but the actual
connection of the link is delayed until qualifying outgoing traffic is detected

PPTP Idle timeout

f no qualifying outgoing packets are transmitted for the specified number of seconds, the connection is brought down. An idle timeout of zero disables
this feature

RFC1918 Networks

Block RFC1918 Private ] Block private networks from entering via WAN

Networks When set, this option blocks traffic from IP addresses that are reserved for private networks as per RFC 1918 (10/8, 172.16/12, 192.168/16) as well as

loopback addresses (127/8). This option should generally be left turned on, unless the WAN network lies in such a private address space, too.

Block bogon networks

Block bogon networks™" [ Block non-Internet routed networks from entering via WAN

When set, this option blocks traffic from IP addresses that are reserved (but not RFC 1918) or not yet assigned by IANA. Bogons are prefixes that
should never appear in the Internet routing table, and cbviously should not appear as the source address in any packets received

() o Jsal

WARNING: The 'admin’ account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup/ Configure LAN Interface (2]

Step 5 of 9

Configure LAN Interface

On this screen the Local Area Network information will be configured.

LAN IP Address [192.168.2.1

Type dhep if this interface uses DHCP to obtain its IP address

Subnet Mask 24 v

() o S
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flisense  sen -

COMMUNITY EDITION

WARNING: The 'admin' account password is set to the default value. Change the password in the User Manager.

Wizard / pfSense Setup / Set Admin WebGUI Password (2]

Step 6 of 9

Set Admin WebGUI Password

On this screen the admin password will be set, which is used to access the WebGUI and also SSH services if enabled.

Admin Password 20000000

Admin Password AGAIN YY)

() o S

L AsY) ) pe e slgiidl finish y reload Juaadl) Sale) s &

Rlisense  ssen-

COMMUNITY EDITION

Wizard / pfSense Setup/ Reload configuration (7]

Step 7 of 9

Reload configuration

Click ‘Reload' to reload pfSense with new changes.

% Reload

() o S
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Wizard / pfSense Setup / Wizard completed. (2]

Step 9 of 9

Wizard completed.

Congratulations! pfSense is now configured.

We recommend that you check to see if there are any software updates available. Keeping your software up to date is one of the most important
things you can do to maintain the security of your network.

Check for updates

Remember, we're here to help.

Click here to learn about Netgate 24/7/365 support services.

User survey

Please help all the people involved in improving and expanding pfSense software by taking a moment to answer this short survey (all answers are
anonymous)

Anonymous User Survey

Useful resources.

« Learn more about Netgate's product line, services, and pfSense software from our website

« To learn about Netgate appliances and other offers, visit our store

« Become part of the pfSense community. Visit our forum

+ Subscribe to our newsletter for ongoing product information, software announcements and special offers.

() A S
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Rlisense
COMMUNITY EDITION
Status / Dashboard + @
System Information OO0 Netgate Services And Supp (- x]
Name S h
pfSense. home.arpa Retrieving support information &
User admin(@192.168.2.2 (Local Database)
System WMware Virtual Machine g}

Netgate Device ID: 3139eec8e0802bd48812

BIOS Vendor: Phoenix Technologies LTD
Version: 6.00
Release Date: Thu Nov 122020

1000baseT <full-duplex>

1000baseT <full-duplex>
Version 2.7.2-RELEASE (amd64)
built on Wed Dec 6 23:10:00 +03 2023
FreeBSD 14.0-CURRENT

1000baseT <full-duplex>

1000baseT <full-duplex>

Unable to check for updates 1000baseT <full-duplex>

CPU Type Intel(R) Core(TM) i5-4300M CPU @ 2.60GHz
AES-NI CPU Crypto: Yes (inactive)
QAT Crypto: Mo

Hardware crypto Inactive
Kernel PTI Enabled
MDS Mitigation Inactive
Uptime 01 Hour 19 Minutes 57 Seconds
Current date/time Tue Apr 23 5:08:36 +03 2024
DNS server(s) + 127.0.0.1
« 192.168.181.2
+ 8888
« 4444
Last config change Tue Apr 23 5:02:52 +03 2024

State table size
% (9/19000) Show states

MBUF Usage |

1% (5510/1000000)
Load average 1.51,1.01,0.83
CPU usage (. . N

29%

() o2 S0

Interface LAN .xas ciglal) 40 3 ¢clld cilgalsll paaad eland cued ) dalay s oY)
Rlisense

Assignments

Status / Dashboard +0
WAN
System Information - Netgate Services And Support (X =]
Name pfSe 0PTI
o0PT2 support information &
User adm [tabase)
OPT3
System VMw =
Netg OPT4 10802bd48812
BIOS Vendor: Phoenix Technologies LTD lieifEces ’ o0
Version: 6.00 ™ 1000baseT <full-duplex> nfa
Release Date: Thu Nov 12 2020
Soa LAN ™ 1000baseT <full-duplex> 192.168.2.1
Version 2.7.2-RELEASE (amd64)
built on Wed Dec 6 23:10:00 +03 2023 aas OPTI 4~ 1000baseT <full-duplex> 192.168.3.1
FreeBSD 14.0-CURRENT 220PT2 4 1000baseT <fulkduplex- 192.168.4.1
Unable to check for updates iR OPT3 A 1000baseT <full-duplex> 192.168.5.1

CPU Type Intel(R) Core(TM) i5-4300M CPU @ 2.60GHz
AES-NI CPU Crypto: Yes (inactive)
QAT Crypto: No
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i) (Guadalig bais e jaily Laljdl o & JS pilg (Attack Machine ) Chuaall ol aity o8

Eﬂsense

COMMUNITY EDITION

Interfaces / LAN (em1) =l @

General Configuration

Enable Enable interface

Description Attack Machine

Enter a description (name) for the interface here.

IPv4 Configuration Type Static IPv4 b
IPv6 Configuration Type None v
MAC Address

() o Jab
GAY) Clgaldll aa el (i Jas e Aaadla
OPT1 = Ubuntu
OPT2=AD DS
OPT3 =SIEM
OPT4 = Span Port

=@

v Apply Changes .
General Configuration

Enable Enable interface

Description

Enter a description (name) for the interface here

Interfaces / Ubuntu (em2)

IPv4 Configuration Type Static IPv4 e

() o J<i
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sle Bagasall Glgalsh aven 138 2 pn o was Interface > Assignment (38 il Liglall A3l 4
Lyl MAC (fsic s duamiall slawl ae cliy (alall dilaall jlas

Interfaces / Interfac L @
WAN
ATTACKMACHINE
Interface Assignments In is VLANs QinQs PPPs GREs GlIFs Bridges LAGGs
UBUNTU
ACTIVEDIRECTORYDS
Interface ork port
WAZUHSERVER
WAN SPANPORT 1 (00:0c:29:b2:69:ec) v
AttackMachine em1 (00:0¢:29:b2:69:76) v
Ubuntu em2 (00:0c:29:b2:69:00) ~ ‘|'||' Delste
ActiveDirectoryDS em3 (00:0c:29:b2:69:0a) ~ ‘|'||' Delste
WazuhServer em4 (00:0c:29:b2:69:14) hd ‘|'||' EETE
SpanPort em5 (00:0c:29:62:69:Te) v

Interfaces that are configured as members of a lagg(4) interface will not be shown

Wireless interfaces must be created on the Wireless tab before they can be assigned

() o S

Agalsll cpgydall 38 .1y Lalall span port dlueY) M Wil 2y Al dgalsll doags J) oY) zlias
Brides _lo iy «lgalsll dnien ) Jiwl Ly Aalall AD DS iy & lgdlic

<jsense

COMMUNITY EDITION

Interfaces / Bridges =@

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs LAGGs

Bridge Interfaces
Interface Members Description Actions

() o S
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display "adiia jae ' G5 il Span i u ialall AD DS dgaly duagl ddlal' )5l o

.advanced

[isense

COMMUNITY EDITION

Interfaces / Bridges/ Edit =w @

Bridge Configuration

Member Interfaces UBUNTU

SPANPORT I
nterfaces participating in the bridge.

Description

Advanced Options I }

1] Savel

() oo S

Ciualy Span port Jaiey) die ) e sl #3 « advanced configuration asgiall ¢Sl paia
a.8) .\l bridge \S dgalgll el

Advanced Options :]
Advanced Configuration

Cache Size

Set the size of the bridge address cache. The default is 2000 entries

Cache expire time

Set the timeout of address cache entries to this number of seconds. If seconds is zero, then address cache entries will not be expired. The default is
1200 seconds.

Span Port UBUNTU
ACTIVEDIRECTORYDS
WAZUHSERVER I

SPANPORT ™
Add the interface named by interface as a span port on the bridge. Span ports transmit a copy of every frame received by the bridge. This is most
useful for snooping a bridged network passively on anather host connected to one of the span ports of the bridge
The span interface cannot be part of the bridge member interfaces.

() 2 i
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Interfaces / Bridges = @

Interface Assignments Interface Groups Wireless VLANs QinQs PPPs GREs GIFs Bridges LAGGs

Bridge Interfaces

Interface Members Description Actions

I BRIDGED ACTIVEDIRECTORYDS S I

() o Jab

& - L JUaVh - lewdl by alall WAN dgaly e doleaall jlas sac dlac] ) & las celld aay
Rules > firewall saa ((slall ¢3all

Firewall ~

COMMUNITY EDITION

Aliases
Interfaces / Bridges NAT =l @
Interface Assignments Interface Groups Schedules QinQs PPPs GREs GIFs Bridges LAGGs

Traffic Shaper —

VituslPs .

Add > wan 4<ual) saa &
Firewall / Rules/ WAN B @

Floating ATTACKMACHINE ~ UBUNTU ACTIVEDIRECTORYDS ~ WAZUHSERVER ~ SPANPORT

—
Rules (Drag to Change Order)
@ States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

es are added. Click the button to add a new rule

() o J<

57| Page



Extended Detection and Response

lalac ) Beal il gulaty 85 ANY das (JoSig pll (oin Pass il celnY) ena
Firewall / Rules/ Edit = Ee

Edit Firewall Rule
Action Pass h v

Choose what to do with packets that match the criteria specified below
Hint: the difference between block and reject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In either case, the original packet is discarded

Disabled [] Disable this rule
Set this option to disable this rule without removing it from the list.

Interface WAN ~

Choose the interface from which packets must come to match this rule.

Address Family 1Pv4 v
Select the Internet Protocol version this rule applies to.

Protocol | Any h v

Choose which IP protocol this rule should match.

() o S
S IS8 (5 Laially FiLY) 2y

Firewall / Rules/ WAN W E @

ation has been changed -
. == +” Apply Changes
plied for them to take effect

Floating WAN ATTACKMACHINE UBUNTU ACTIVEDIRECTORYDS WAZUHSERVER SPANPORT

The firewall rule

The changes mu

Rules (Drag to Change Order)

a States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

O « 0/0B IPva * * * * * * none S 00mx

() 25 Sl

553 Aaga Bl A3 ) (ool Laa claall Jlas oSy ol SleaS KALL i) (8 conns 28 ym Llls
s falal) 308N A oLy

ubuntu aUai Ua jall g3 B cudialy 0¥, ¢
Ul e oo ¢ 3 Adlha oy oL daty 13ag . Ll Siaall Mial) SPAN POIt dgals aue $4ujhuall 3shadll (oY)
) duad 3 Aasiall b eladly Lilelay upel Amilfiad Ll Lgs) i€l 3 A (S (3815 A8l an
sl
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SETTING UP ANALYST i<uill Jlas dlac) o
By J31s Bagasall BeaY) (e Lgilias AN gie AS)n dea)) Ly pald Jilas lgaS 13 pladiud s
oyl (e Li€ans 3l Wireshark cuny LWadl a gt Alulall 3 GaY laalacls st Allg Jadall Qi)
ubuntu AU cuy age Yl Lses .52))slls palall g all A paend 3503 e

& customize avaiill e Chvain Sy iy g ashig Lgdyad s (oA cndfiil) dalae (judy o g8
g yeal) il dilany agth Liad lld aey &5 cnetwork adapter

Viachine Wiz

Ready to Create Virtual Machine
i i i Device Summa Memory
Click Finish to create the virtual machine an i
64-bit and then VMware Tools. = Memory 4GB Specify the amount of memory allocated to this virtual machine. The memory
Py { size must be a multiple of 4 MB.
The virtual machine will be created with the follow O ocessors
‘) New CD/DVD (SATA)  Using file G:\wazuh-lab\syst... -
LD (ST, Lsing e & vom sy Memory for this virtual machine: 4096 = mB
Name: Monitoring VM Ub 55 Network Adapter 3 Custom (VMnet§)
Location: G:\lap\ubuntu 55 Network Adapter NAT
Version: Workstation 17.5.% % Metwork Adapter 2 Custom (VMnet}) 128 GB
Operating System: Ubuntu 64-bit || usB Contraller Present 64 GB
) Sound Card Auto detect 3268
Hard Disk: 40 GB, Split [lpisplay Auto detect 16 GB < B Maximum recommended memory
Memaory: 4096 MB 8 GB (Memary swapping may
Network Adapter: NAT 468 @ 4 occur beyond this size.)
Other Devices: 2 CPU cores, CD/DVD, USB O 7 GB 13.3GB
1GB
Customize Hardware.. 512 M8 B Recommended memory
256 MB 4GB
[]Powier on this virtual machine after creation 128 MB
&4 MB Guest 05 recommended minimum
32 MB 2 GB
16 MB
8MB
< Back 4 MB

() o Ju
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28 1P cpanl Llgaly (e @il ) dalas oad Joaal) aas 0¥ Uil ) Joday o sk il addac 2ay
sudo apt install net—tools. _iX\y (idasall Jardiy

$ ifconfig <+—
Command 'ifconfig' not found, but can be installed with:
sudo apt install net-tools

—
: b sudo apt install net-tools
Reading package lists... Done

Building dependency tree... Done
Reading state information... Done
The following NEW packages will be installed:
net-tools
© upgraded, 1 newly installed, © to remove and 279 not upgraded.
Need to get 204 kB of archives.
After this operation, 819 kB of additional disk space will be used.
Get:1 http://ye.archive.ubuntu.com/ubuntu jammy/main amd64 net-tools amd64 1.
Fetched 204 kB in 16s (13.1 kB/s)
Selecting previously unselected package net-tools.
(Reading database ... 161840 files and directories currently installed.)
Preparing to unpack .../net-tools_1.60+g1t20181103.0eebece-1ubuntu5_amd64.deb
Unpacking net-tools (1.60+g1t20181103.0eebece-1ubuntus)
Setting up net-tools (1.60+git20181103.0eebece-1ubuntus)
Processing triggers for man-db (2.10.2-1)
S~9

() o S5

Slealll gaes of La g of Wiy Tage 98 LS dgalgll alga IS ymal ifconfig cus) el aay
gk 28 Lghuaty Ll Al EDA
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:-$ ifconfig
ens33: fllags=4163<lIP_BROADCAST ,RUNNING,MULTICAST> mtu 1500
inef 192.168.181.129 | netmask 255.255.255.8 broadcast 192.168.181.255
inet6 feB80::932b:5db7:6147:9c93 prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:7c:bd:63 txqueuelen 1000 (Ethernet)
RX packets 118150 bytes 158878654 (158.8 MB)
RX errors @ dropped @ overruns @ frame @
TX packets 23152 bytes 1619332 (1.6 MB)
TX errors © dropped O overruns @ carrier @ collisions @

ens34: [flags=4163<UP ,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet 192.168.3.2 | netmask 255.255.255.0 broadcast 192.168.3.255
ineté feB80::5d0b:a461:9d93:5e14 prefixlen 64 scopeid 0x20<link>
ether 00:08c:29:7c:bd:6d txqueuelen 1000 (Ethernet)
RX packets 93 bytes 6426 (6.4 KB)
RX errors @ dropped @ overruns @ frame @
TX packets 3308 bytes 284775 (284.7 KB)
TX errors © dropped ® overruns ® carrier 8@ collisions 0

ens35: [flags=4163<UP,BROADCAST ,RUNNING,MULTICAST> mtu 1500
inet6 feB80::d5d1:a196:e226:e449 prefixlen 64 scopeid @x20<link=>
ether 00:0c:29:7c:bd:77 txqueuelen 1000 (Ethernet)
RX packets ® bytes @ (0.0 B)
RX errors © dropped ® overruns & frame 0
TX packets 772 bytes 130167 (130.1 KB)
TX errors © dropped @ overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING> mtu 65536
inet 127.0.0.1 netmask 255.0.0.0

ineté ::1 prefixlen 128 scopeid Ox10<host=>

loop txqueuelen 1000 (Local Loopback)

RX packets 5527 bytes 523720 (523.7 KB)

RX errors © dropped ® overruns & frame 0

TX packets 5527 bytes 523720 (523.7 KB)

TX errors © dropped 0 overruns @ carrier @ collisions 0

() o2 S0
S Al B8 Lsniffing Blésedl Wireshark cudin sa Ul cubuntu: i Leadl 8 0S5 G )
sudo apt install-wireshark—qt _:<) & Y cugl ed [opt/ Al
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:' 5 cd fopt/

: S wireshark
Command 'wireshark' not found, but can be installed with:
sudo apt install wireshark-qgt

$|sudo apt install wireshark-qt

Reading package lists... Done

Building dependency tree... Done

Reading state information... Done

The following additional packages will be installed:
libbcg729-0 libc-ares2 libdouble-conversion3 liblua5.2-0 libmd4c@® libmi
libgtsmultimedias libqtSmultimedia5-plugins libgtSmultimediagsttoolss 1
libgt5printsupport5 libgt5svg5 libqt5widgets5 libsmi2ldbl libsnappyilvs
libwireshark15 libwiretap12 libwsutill3 libxcb-xinerama® libxcb-xinpute
wireshark-common

suggested packages:
gt5-image-formats-plugins gqtwayland5 snmp-mibs-downloader geoipupdate g
libjs-leaflet.markercluster wireshark-doc

The following NEW packages will be installed:
1libbcg729-8 libc-ares2 libdouble-conversion3 liblua5.2-6 libmd4c® libmi
libgt5multimedias libqt5Smultimedia5-plugins libgtSmultimediagsttoolss 1
libgt5printsupports libgt5svg5 libqt5widgets5 libsmi2ldbl libsnappyilvs
libwireshark15 libwiretap12 libwsutili13 libxcb-xinerama@ libxcb-xinput®
wireshark-common wireshark-qt

() ol S

Cudfilly dajall e daslgell yes aass S

*

{ Configuring wireshark-common |
Dumpcap can be installed in a way that allows members of the "wireshark" system group to capture packets. This is
recommended over the alternative of running Wireshark/Tshark directly as root, because less of the code will run with
elevated privileges.

For more detailed information please see /usr/share/doc/wireshark-common/README.Debian.gz once the package is installed.

Enabling this feature may be a security risk, so it is disabled by default. If in doubt, it is suggested to leave it
disabled.

Should non-superusers be able to capture packets?

<No>

() i S
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ddlas e Jand cagusudo wireshark. iy dad)hl) dasall ) Jal ccndill JLaS) dyaa
cilgalsl) U Wireshark 538l jelan of cana ez lady Jodal) Jamad a6l dalall g 5al) dals Jlaaly
ens34. _a Jil Xl span port i sniffing Glanay) dgals (b Ldabidl)

i B O (
S e A The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
: ¢ sudo wireshark - =1 o
** (wireshark:7192) 04:43:54.028170 [GUI T-- o E @® ﬁ X G @A) SIE W
aulting to '/tmp/runtime-root’

(R]Apply a display Filter ... <Ctrl-/> -0

Welcome to Wireshark

Capture

....using this filter: | ‘EHZH a capture filter ... -] Allinterfaces shown -

ens34

ens3s

any

Loopback: lo
bluetooth-monitor
nflog

nfqueue

dbus-system
Abiin rarsian

|1

() oo Jab

WINDOWS SERVER <uiii ,8,Y,0
Uaradl ang asiin (Klg (GAY) Ldal) e Llaled LS &) b astd 08 Calal) Jaaia liy o5
Juanity By " Dlef Bsp il & L ol Sleall 3¢l AP 562 3lge 2aa3 40 Kb ccustomize
alaill (585, fani virtual machine
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Virtual Machine Settings

Hardware Options
Device Summary Memory
[E==iMemory 2 GB Specify the amount of memory allocated to this virtual machine. The memory
iy ! size must be a multiple of 4 MB.
:Processors 2
Hard Disk (NVMe 60 GB -
a8 ( ) _ Memory for this virtual machine: 2048 = M
CD/DVD (SATA) Using file D:\Geeky-Boy Syste...
525 Network Adapter Custom (VMnet4)
[£]usa controller Present 128 GB
] Sound Card Auto detect 84 GB
[_Ipisplay Auto detect 32GB
16 GB < B Maximum recommended memory
8 GB (Memaory swapping may
4GB occur beyond this size.)
268 4l « 13.3GB
1GB
512 MB B Recommended memory
256 MB 2GB
128 MB
4 MB Guest 0S5 recommended minimum
32 MB 168
16 MB
8 MB
4 MB

() oo Jsal

Ll Al e jaily Jedal) Jasadis o8 Windows. ) Jeaall Josed AaLE jedat cmalil) cudnl) aay
Jeaald Bylay by dalall aSaall sasg oda oS Ll (1 Server Manager il

[fes Server Manager

Server Manager * Dashboard

i Dashboard WELCOME TO SERVER MANAGER

i Local Server

& AllServers
B3 File and Storage Services P

® Manageabiiity ® Manageability @® Manageability
Events Events Events
Performance Bl serviees Bl serviees
BPA results Performance Performance
BPA results BPA results

() o J<i
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(s ipconfig i€l omd iy aski cJaxy ADDS dgals o iy (aladl DHCP (& of (e (3aaill
s IS4 Jem Wy (alal) DHCP (o ) cilalacy) s ()

\Administrator>ipconfig

indows IP Configuration

Connection-specific DNS
Link-local IPv6E Address
IPv4 Address.

Subnet Mask

Default Gateway

n

:\Users\Administrator>_

() o S5

Chuaill (s ehal lle Cpaiaw Ua ol lail) (ailadd (aje Laalg local server aas ol e 8
.Role xfgally AD DS cudn 8 Liae Ll

fi Server Manager

@ v Server Manager * Local Server @1 I omge

= i PROPERTIES
- For WIN-KSAMKCSPESP

Never
Downlaad updates anly, using Windows Update

Never

Wi All Servers

ii File and Storage Services P

Real-Time Protection: On

V Settings 2

() o S

65| Page



Extended Detection and Response

(Filge> UTC > Liigil) débiall ds 35h o) .dnie)l) ddhaiall cilalae) juas g8 JoY)

3 ¥ Server Manager * Local Server - (G

@ Date and Time X

B8 Dashboi
Date and Time  Additional Clocks Internet Time

Local Se|

= 5PESP Never
1§ All Serve Download updates only, using Window:
. . Date:
i§ File and i pdates Never

Tuesday, April 23, 2024

Time: i Time Zone Settings X Her Antivirus Real-Time Protection: On

6:27:15 PM s

Set the time zone: e
lurity Configuration On

schange date and time.

Time zone: 3:00) Kuwait, Riyadh

Time zone £l [(UTC+03:00) Kuwait, Riyadh o Not activated

(UTC+03:00) Kuwait, Riyadh
Change time zone.

Current date and time: ~ Tuesday, April 23, 2024, 6:27 PM - e Y
tel(R) Core(TM) i5-4300M CPU @ 2.60

Y New date and time: Tuesday, April 23, 2024, 6:27 PM L (RAM

Cancel

Daylight Saving Time is not observed by this time zone.

oK Cancel Apply
o =) -

?)veﬂb S

IP > (lgic 358 i) palaAll jae oS85 5ang (e adapter i Ethernet cilalac) i astd ¢Lals
lle olld any o AP (lgic Sl Jall IP olgie aaiiul> TCP[IPV4 > ailadlEthernt( >

el ranga sa LS el i) gl IP plic La ias DNS. cileaad ebal Jumiall IPlsic Lad
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Ethernetl
= Network
GET Intel(R) 825741 Gigabit Network C...

nd Response

X

@ EthernetD Status =
General
Connection B Ethernetd Properties
IPv4 Connectivity: ]
[PV6 Comnectivity: N Networking
Media State: Connect using:
Duration:
wreten 5 Intel(R) 82574L Gigabit Network Connection
Speed:
Details. . Corfigure
This connection uses the following items:
I?Chent for Microsoft Networks
Activity ’:]? File and Printer Sharing for Microsoft Networks
- 3005 Packet Scheduler 3
Sent — *F 1 Infemet Protocol Version 4 (TCP/IPvd) |
2 O Microsoft Network Adapter Muttiplexor Protocol
=g i
Bytes: 18,512 I 2. Microsoft LLDP F‘mto.cnl Driver
. Intemet Protocol Version 6 (TCP/IPvE)
2 < 5
= Disable Diagn
G =2 | Install... Uninstall Properties

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks

‘ Description

OK

Internet Protocol Version 4 (TCP/IPv4) Properties
General

‘You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(") Obtain an IP address automaticaly
Use the following IF address:

I address: 192 .168. 4 . §
bnet mask: 255 .255.255. 0
fault gateway: 192,168, 4 . 1

Obtain DNS server address aLEgmaticall‘r'

(@)Use the following DNS server addresses:
Preferred DS server: 192 . 168 . .

Alfernate DNS server:

|

[ validate settings upon exit Advanced...

Cancel

Titem 1 item selected

() o Ju

computer name > Change > 358 J&l ale aul (p0 Lad Al 5 gaSll sl st s GlUN oy <3l
L) i) (galat 20l Jiads sale Y enter the name > Click OK

o) o, - | I preense

3 (B Workstation v

(\p(;\‘)

Server Manager * Local Server

PROPERTIES

[ kali-inux-2022.3-vmware-amd64

[T] Monitoring vM [ windows Server 2022

7“ C

Manage

il Dashboard or WIN-GO3KCBLV2H TASKS ¥
ocal Server 1
All Servers
#§ File and Storaae Services b |
ComputerName Hardware Advanced Remote n
[ Vindows uses the folowing nformation o ey your computer on
> the networ this computer guration
Changes might affect access 10 network resources. I
Computer description: | A Computer Name/Domain Changes
For example: "IS Production Server” or *Accounting
" ‘Computer name: 3 You must restart your computer to apply
Full computer name WIN-GO3KCBLV2HU [xDR-DC these changes
Workgroup WORKGROUP Wl Eorrpiar e 60GHz
| xorDC Before restarting, save any open files and close all
To rename tis computer or change s domain or 2 ‘ programs
‘workgroup. click Change. [
Mempacst 4 - I
ODomain:
@ Workgroup: TASKS ¥
— ‘wowxcrzoup
S5
- _— wrveured Time
oK Cancel Apply
WIN-GUSKUBLVZHU 8198 Error y-SPP 15/04/2024 05:06:01 0 |
WIN-GO3KCBLV2HU 10016 Waming Microsoft-Windows-DistributedCOM System  15/04/2024 050544 0
WIN-GO3KCBLV2HU 8198 Error  Microsoft-Wi Security-SPP 15/04/2024 05:05:15 0
WIN-GO3KCBLV2HU 7030 Emor  Microsoft-Windows-Service Control Manager System  15/04/2024 05:03:06 0 |
WIN-GO3KCBLV2HU 134  Waming Microsoft-Windows-Time-Service System  15/04/2024 0501:29 0
WIN-GO3KCBLV2HU 134  Waming Microsoft-Windows-Time-Service System  15/04/2024 050117 o
WIN-GO3KCBLV2HU 1014 Wamina _Microsoft-Windows-DNS Client Events Sstem  15/04/20240501:12. 0
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Loglall Aughll & (V) Lodgd dgline lal aalall juae a0 5ang sS8 OF camy ccnlpunll BIS 3akai aa,
Ay Srole o AD AS cufny osii. Clpally Jlsa¥) ALl 5ol (b L ¢Sl

() 2 S

Fﬁ Server Manager

@ -

Server Manager * Local Server

-

i Dashboard

al Server

All Servers

is
L

File and Storage Services

PROPERTIES
For XDR-DC

Remove Roles and Features

Add Servers

puter name
rkgroup

rosoft Defender Firewal
ote management

ote Desktop

Teaming

emetl

rating system version

dware information

XDR-DC <
WORKGROUP

Public: On
Enabled
Disabled

Disabled
192.1684.5, IPv6 enabled <

VMware, Inc. VMware20, 1

dows Server 2022 Datacenter

Last installed updates

findows Update

ed for updates

Microsoft Defender Antivirus

Feedback & Diagnostics

E Enhanced Security Configuration

—_—

Time zone

Product ID

Processors

nstalled memory (RAM)

Total disk space

Create Server Group

Server Manager Properties

Never

Real-Time Protection: On
Settings

On

(UTC+03:00) Kuwait, Riyadh

Not activated

Intel(R) Core(TM) i5-4300M
8GB

59.68 GB

EVENTS
All events | 25 total TASKS =
Filter P >
Server Name ID Severity Source Log Date and Time
XDR-DC 7023 Emror Microsoft-Windows-Service Control Manager System 4/24/2024 1:44:37 PM
XDR-DC 10010 Error Microsoft-Windows-Distributed COM System 4/24/2024 1:44:36 PM
XDR-DC 134 Waming Microsoft-Windows-Time-5ervice System 4/24/2024 1:44:31 BM

E £ Type here to search ~ &« 4-‘1:01 ,a::;4 =}
Oﬁgéﬁﬁﬂ
Active Directory Domain Jlas clasd aape 20a .server roles J1 <y S0 AUl (368 il
sl e e Jull e %) Services box > Add Features
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Extended Detection and Response

DESTINATION SERVER
XDR-DC

X

Select one or more roles to install on the selected server.

Roles

& a0 ertificate
ctlve Directory Domain Si rvu:e
Active Directory Federation Services
Active Directory Lightweight Directory Services
Active Directory Rights Management Services
Device Health Attestation
DHCP Server
DNS Server
Fax Server
File and Storage Services (1 of 12 installed)
Host Guardian Service
Hyper-V/
Network Controller
Network Policy and Access Services
Print and Document Services
Remote Access
Remote Desktop Services
Volume Activation Services
Web Server (/1S)
Windows Deployment Services

< Previous

.promote this server 4. J<a Al chledl) Ky 38 @) ccndil) aa

Description

Active Directory Domain Services
(AD DS) stores information about
objects on the network and makes
this information available to users
and network administrators. AD DS
uses domain controllers to give
network users access to permitted
resources anywhere on the network
through a single logon process.

Next > Install

() 5 s

A4

Download updates only, using Windows Update
Never

-h Add Roles and Features Wizard X

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directory Domain Services unless the
following role services or features are also installed.

[Tools] Group Policy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
4 AD DS Tools

[Tools] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Tools

Include management tools (if applicable)

301

2) | r Mana Tools Vi Hel
5 A ge [ools iew elp

led

ver 2022 Datacenter
)1

Last installed updates
Windows Update
Last checked for updates

Microsoft Defender Antiviry
Feedback & Diagnostics
IE Enhanced Security Confi¢

| Post-deployment Configuration

Configuration required for Active Directory Domain

Services at XDR-DC

TASKS +

I Promote this server to a domain controller I

o Feature installation
1

Configuration required. Installation succeeded on

XDR-DC.
Add Roles and Features

Time zone
Product ID

Task Details

Processors
Installed memory (RAM)
Total disk space

Intel(R) Core(TM) i5-4300M CPU @ 2.60GHz, Intel(R) Core(TM) i5-4300M CPU @ 2.60GHz

8GB
59.68 GB
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LAl 38 jaily Ly dualad) Jlaal) Sl sangl lawd a2y GBI aojall 20a

mm FRUFEKIIE>
l For XDR-DC

s F!- Active Directory Domain Services Configuration Wizard

Storage Se

nfiguration

Domain Controller Options
Additional Options

Paths

Review Options

Prerequisites Check

Deployment Configuration

Select the deployment operation

O Add a domain controller to an existing domain

es
- O X
dates
TARGET SERVER
XDR-DC
Antivirus
stics

y Configuration

Root domain name:

in to an existing forest

Specify the domain information for this operation

I XDR.local

More about deployment configurations

RAM)

Install Cancel

XDR-DC 7030

YNR.Ne™ 124

Error Microsoft-Windows-Service Control Manager System

Warnina  Mirrncnft WWindrwe . Tima-Conrira Cuctam

() o S

15/04/2024 03:03:06 »

18/N4/3004 120120 -

e aill clblee 488 JLaS) aan. AN das g P@SSWOrd Lgacaliss Ly Lalall DSRM g 0 4alS Jao

Domain Controller Options

Deployment Configuration

ntroller Options
DNS Options
Additional Options
Paths

Review Options

Prerequisites Check

70| Page

il Bed Ll cdaalld) i)

TARGET SERVER
XDR-DC
Select functional level of the new forest and root domain
Forest functional level: ‘ Windows Server 2016 ¥ |
pomain functional level: ‘ Windows Server 2016 " |
Specify domain controller capabilities
Domain Name System (DNS) server
+| Global Catalog (GC)
Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: |
i_:onﬂrrn passward: |
More about domain controller options
< Previous | ‘ Next > ‘ Install | ‘ Cancel
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() 2 S

tools > (35 al ¢ Jurdtill sale] any . lyill AS Gl waAY Y ale) ) g inies il aay

Active Directory Users and Computers

@1 F

Active Directory Administrative Center

Manage Tools

Active Directory Domains and Trusts

View Help

Active Directory Module for Windows PowerShell

Active Directory Sites and Services

Active Directory Users and Computers

L |

ADSI Edit

Component Services

Computer Management
Defragment and Optimize Drives
Disk Cleanup

DNS

Event Viewer

Gronn Palicy Mananement

() o Ja

sl dacYNew > User il oY) Lusldl 530 @y (Users folder sasdomain gl o8

.e;s:;m

] Active Directory Users and Computers
File Action View Help

e | F oz Hm P aETE%R

: Active Directory Users and Computers [XDR-DCX| | Name Type
;I saved Queries [~ Saved Queries
v H KI_:IR'ID_CE_I — 4 XDRJocal Domain
|| Builtin
[ | Computers
= Domain Controllers
|| ForeignSecurityPrincipals
| Managed Service Accounts
]
() o S
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RGO

] Active Directory Users and Computers [XDR-DC.X
» [ ] Saved Queries
v 3 XDR.local
» [ | Builtin
» || Computers
» [2] Domain Controllers
[ ForeignSecurityPrincipals
] Managed Service Accounts
| Users

L) 8 Lass sl next e jalg "Glhe gl 4dS dadla

Name Type
E) Administrator  User
%Allowed RO... Security Group...

MF Cert Puhlich

Security Groun

Description

Built-in account for ad...
Members in this group c...

blemhers of thic aronn

MNew Object - User

& Createin:  XDRlocal/Users

Last name: |Tean1 |
Full name: |Hed Team |

User logon name:

() o Ju

[RTean] | @xDRlocal ~

User logon name {pre-Windows 2000):

|><DH\ | |HTeam |
o < Back Next = Cancel
|

(ﬁy"@ﬂ\dhﬁ‘ww@i?‘

S deas by (alall Window (e Slea dlae) (V) Lule gty Ly il adlal) e aadiiis Gles

O] mm EN)) e | L (ST L | NG LR | W sy O

]

5 ] Saved Queries
v 4 XDRJocal
> || Builtin
> [7] Computers
5 2] Domain Controllers
|| ForeignSecurityPrincipals
1 Managed Service Accounts
| Users

72| Page

] Active Directory Users and Computers [XDR-DC.X

Mame Type
E;Adm\mstrator User

%Allowed RO.. Security Group...
p i h, n

MNew Object - User

E} Create in:  XDRJocal/Users

Description
Built-in account for ad...

Members in this group c...

Password:

Corfirm p i: |

[] User must change password at

[] User cannct change password

next logon

e I Password never expires

[] Account is disabled

< Back Next > Cancel

TITTOUWE SET,  USer

() o S
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Windowsdss <l (0,71
Uaradl auag ashin (Slg dailu) M‘j\@ Ulalad LS 28ul) 3 4aidg i0S Calal) Jania ey o g2
Sy By " DIe) 3sd Ll & . bV leall 13g) LaPU 5¢aY) 3lse aas3 e Kb ccustomize
aldaill 4585, Tavigvirtual machine

Device Summary Memory
[==IMemory 2 GB Specify the amount of memory allocated to this virtual machine. The memory
e 1 size must be a multiple of 4 MB.
) Processors 2
— !
(=) New CD/DVD (SATA)  Using file G:\wazuh-lab\syst... -
= /OVD ) g ! sy Memory for this virtual machine: 2048 = mB
L Network Adapter Custom (VMnet4)
[%] usa controller Present
cl# Sound Card Auto detect 128 GB
[Ipisplay Auto detect b4 GB
32 GB
16 GB < B Maximum recommended memory
8 GB (Memary swapping may
4GB occur beyond this size.)
2GB 4l « 13.3GB
1GB
512 MB B Recommended memory
256 MB 2GB
128 MB
&4 MB Guest OS5 recommended minimum
32 MB 268
16 MB
8 Me
4 MB

() ol S

o i) A3 G e Jaeally 22D agag e BT IP clala) e a3y emd ) Jil eyl ae
c g Al clala) ) Jas)

BN C:\Windows\system32\cmd.exe

ion 18.
All

Windows IP Conf

() o S
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change adapter options > Ethernet() > > Properties > 34 o (A<al Als i

PRIl eI IP flgie JAab agtd Juwall e La . DNSSTCP/IPv4 > Use the following IP

LYl Gkl siled’ e ails

EJ .........
N E-' <« Metwork and Internet > Metwork Connections
Organize + Disable this network device Diagnose this connection
—~ Ethernetd
;\,: Netwark 1

G Intel(R) 82574 Gigabit Network C...

General

Connection
IPw4 Connectivity:
IPvi Connectivity:
Media State:
Duration:
Speed:

Details...

Activity

!3

Sent

Bytes: 27,111

2

Metworking

v

o

Rename this connection

Connect using

I? Intel(R) 82574L Gigabit Network Connection

This connection uses the following items

- O
Search Network Connections 0
» - O @

X I"

IJ_]L’Iliervt for Microsoft Networks

’:]? File and Printer Sharing for Microsoft Networks
L ning Packat Sohadilar

Internet Protocol Version 4 (TCP/1Pvd) Properties
General  Alternate Configuration

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IF settings.

(®) Obtain an IP address automatically
(O Use the following IP address:

h 4 Intemet Protocol Version 4 (TCP/1Pv4)

|

. Microsoft Metwork Adapter Muttiplexor Protocol
. Microsoft LLDP Protocal Driver
2, Intemet Protocol Version & (TCP/1PvE)

K RO

Btain SErver agdress automatcaly
!;Dwsable ] nstal.. Uningtall ng (@) Use the following DNS server addresses:
1item  1iter Description ‘1 Preferred DNS server: k 192,163 . 4 . 10
. | Transmission Control Protocol/Intemet Protocol. The Alternate DNS server: . . .
wide area network protocol that provides communicat|
. | across diverse interconnected networks.
[ validate settings upon exit CnEmiL
oK
1 Ok Cancel
. = — 12:46 AM
88 O Typeheretosearch O G e n b @ & (= A G &Y Lm0 )
L

() o2 S0

oailad Gada OlilaeY) juad 38 A ¢ Jignasl) anl Gaia  pailadl) 23a ignaSl 13 (e cclld day
Al paladl Jlaal) and JassDomain zuall 2a 9 change > computer name s «aUail)
Olgal) dards sale Jgsaall alaiel cilily Jaa] 2 JUll L.OK (38 ail
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Computer Name  Hardware Advanced System Protection Remote

[‘ Windows uses the following information to identify your computer
ork

W heneim L
Computer descnption i
) _ | You can change the name and the membership of this
(F:;:amde Kitchen Gt computer. Changes might affect access to network resources
uter”
Ful computer name:  DESKTOP-STUKHOD Jpgrade your edition of Windows
Workgroup WORKGROUP Computer name: Windows Security
Red-PC
To use a wizand to jin a domain or workgroup, clicl Computer Name/Domain Changes
Network 1D. Full computer name P / g
Red-PC
To rename this computer or change s domain or !Er!ter the r\am.e and password of an account with permission to
workgroup, click Change. join the domain.
Member of
(® Domain: Administrator |
[XDRocal
e 3
oK oK oK Cancel
—
T ey

i e sy cLiaals 8 adlinS) 5 (s)) (Red—PC) dueall jigaesll jlga yast Wi€ey « POCT Al
el Ly palad) denll Slea dasy 3 L Wl bl

Server Manager * Local Server

() o Jab

-@1F

[ELELTY Tools View

: Active Directory Users and Computers —

File Action View Help

e sE 0 Xz BRI L TES

Mever

AllS wiloa -
&1 3 Active Directory Users and Com| | name Tipe Description Dawnload updates of
AD D5 ‘J Saved Queries 1M RED-PC Computer _ Never
DNS ~ 3 XDRlocal -
LR n
File and Real-Time Protection:
=T Damain Confrollers Settings
| ForeignSecurityPrincipal % n On
| Managed Service Accour (UTC+03:00) Kuwait,
= Users Not activated
ntel(R) Core{TM) i5-4
8GB
59.68 GB
TASKS =
< > )
Server Name D Severity  Source Log Date and Time
XDR-DC 7023 Error Microsoft-Windows-Service Control Manager System 42472024 1:44:37 PM
XDR-DC 10010 Error Microsoft-Windows-DistributedCOM System 4/24/2024 1:44:36 PM
XDR-DC 134 Warning Microsoft-Windows-Time-Service System 4/24/2024 1:44:31 PM

H L Type here to search
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Other user

() o S

Red Team

Welcome

() 2 S0

Jntiy o8 o b yhall 5289l iélg amonitoring vm alidy) Adhall Slea ) Jaanill agis ¢ V)
Olgiall ADDS2iy (e g4l 385a Lalaily (ens35) dudlyall dgaly (358 Bgai v @l wireshark
192.168.4.5
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05:51 24

Capturing from ens35 — M

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

HMZODORE QKIS EHQaQQE
a [M]Apply a display filter ... <Ctrl-/> =-|¢
No. Time Source Destination Protocol Length Info =
98 410.006929219 192.168.4.5 192.168.4.4 DNS 76 Standard query response 0xa685 Server failure A fs.mi
99 410.006929294 VMware_63:8d:d9 VMware_28:81:e4 ARP 60 Who has 192.168.4.47 Tell 192.168.4.5
100 410.006929366 VMware_28:81:e4 VMware_63:8d:d9 ARP 60 192.168.4.4 is at 00:0c:29:28:81:e4
101 410.007685097 192.168.4.4 192.168.4.5 DNS 74 standard query 8x5461 A wpad.XDR.local
102 410.007685327 192.168.4.5 192.168.4.4 137 Standard query response 0x5461 No such name A wpad.XD
103 410.007685405 192.168.4.4 4.5 DNS 74 Standard query ©x12d7 A wpad.home.arpa
104 410.007685481 192.168.4.5 4.1 DNS 74 Standard query ©x3e89 A wpad.home.arpa
165 410.007685561 192.168.4.4 4.5 DNS 74 Sstandard query ©x12d7 A wpad.home.arpa
106 410.007685638 192.168.4.4 4.5 DNS 74 standard query 8x12d7 A wpad.home.arpa -
e S e — R S P Gy e -
Authority RRs: @ =
Additional RRs: ©
- Queries
- wpad.home.arpa: type A, class IN
ome . arpa

e 00 @c 29 63 8d d9 @@ 6c
al 00 3c c5 ec 00 00 80 11
002 04 05 de 3d 00 35 00 28

04 61 72 70 61 OOECITECEN

29 28 81 ed4 08 0O 45 00
eb 6a cO a8 04 04 cO as8
Gb 74 12 d7 01 €@ 00 61

CRCERCRRCIONC 04 77 70 61 64 04 68 67 6d 65

00 01

@ ¥ Query Name (dns.qry.name), 16 bytes

Packets: 179 - Displayed: 179 (100.0%)

Profile: Default

() oo S

(SIEM)&iaa¥) 3031 g la¥) il glaa alaS cuplii 0, Y,V

Al Lgll lan) Al Ly palad) (SIEM) o) 513y L) Claglen alai dac ks dlasall o3¢y o ghin
agal) 83y Ao Jaad (i o & JS Gl 130 (SIgActive Directory Domain Services (AD DS)

Syalally 5lell g yall A)n 8 oSaill Ailaall Hlas delgd 06<8 IS (1

SIEM — Wazuh (I CicacS Kali oUai dlacly astie il o

Uaradl aag asiin OS1y Ablall delal) ae Ulelad LS &) 8 4atdg 108 Calal) daria ol o583
ity By "2 b Ll & L a8V leal) 13g) Aa DU 5gaY) 3lse 2aa3 4e Kb customize
alaill (s&y faxig virtual machine
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Davice Summary Memory
Ready to Create Virtual Machine [E=iMemory 3CB Specify the amount of memary allocated to this virtual machine. The memory
;::cEIthAzhtﬁz:r;e':It‘;at:\:_\;!';L‘l:l machine and start installing Ubuntu Brovassors 5 size must be a multiple of 4 MB.
New CD/DVD (SATA)  Using file G:\wazuh-lab\syst... Y
The virtual machine will be created with the following settings: Netwurb:'AdapEter ) Cuslim (VM\netS) e Memory for this virtual machine @ ~ | MB
e Fr— [] use controller Present
<) Sound Card Auto detect 128 GB
Location: G:\lap\ubuntu-SIEM
Version: Workstation 17.5.x C]D‘SFIEY Aufo detect :: E:
Operating System: Ubuntu 64-bit 1668 < B Maximum recommended memory
Hard Disk: 60 G8, Split 3;; - < (UTCEJ?EIIJZVE“:;?E\‘Q%:;{
Memory: 2048 MB
Network Adapter: MAT 268 13368
Other Devices: 2 CPU cores, CD/DVD, USB Controller, Sound Card 168 - »
512 MB ecommended memory
256 MB a8
Customize Hardware.., | 128 MB
64 MB Guest 0S recommended minimum
|:|Eowar on this virtual machine after creation
32 MB 2c8
16MB
8mMB
4 MB
< Back Finish Cancal |

() oo Jsal

Byguall 8 lgale dasall @)Ll sas agSallg cudill Glblae aa (e ¢ Jardill aa

Software selection

At the moment, only the core of the system is installed. The default selections below will install Kali Linux with
its standard desktop envir and the default tools.

You can customize it by choosing a different desktop environment or a different collection of tools.
Choose software to install:

Desktop environment [selecting this item has no e[fect]

... Xfce (Kali's default desktop envir )
[] ... GNOME
. KDE Plasma

Collection of tools [selecting this item has no effect]

.. top10 -- the 10 most popular tools

... default -- rec ded tools (available in the live system)

[ ... large -- default selection plus additional tools

[J ... everything -- almost all tools [>= 7 GB of packages and >= 16 GB installed]
Screenshot

() o S

GRUB. agaill Juen 8ldf cuiil yes sl o4
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KALI

Install the GRUB boot loader

It seems that this new installatien is the only operating system on this computer. If so, it should be safe to
install the GRUB boot loader to your primary drive (UEFI partition/boot record).

Warning: If your computer has another operating system that the installer failed to detect, this will make that
operating system temporarily unbootable, though GRUB can be manually configured later to boot it.

Install the GRUB boot loader to your primary drive?
) No
® [Yes|

Screenshot Go Back |[ Continue

() oo Jab
Dl ) Jsaal) dasssy B35 Attack Machine osagll Sles ) oY) Jawn Jsaall o dolac 2ay
ZilaY 4ila) 2355 SIEM e ol Lacll> Zlaall jlas (358 il dslall 4l 3 pfSensed;leall
B Bacd

QO A& 192168.21

jocs & Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

Flisense

ITY EDITION

Aliases

Status / Dashboard NAT

Rules

System Information Schedules m Netgate Services And Support (X x]

+0

Name pfSense.home.arpa Traffic Shaper Retrieving support information T
User admin@192.168.2.2 (Local D Virtual IPs
System VMware Virtual Machine

(]

Metaate Davica 1N 3130%02ec820202hd42812

() o2 S0
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Firewall / Rules / SIEM 1 E @
Floating WAN ATTACKMACHINE UBUNTU ACTIVEDIRECTORYDS SIEM ISPANPORT
Rules (Drag to Change Order)

(] States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

()(QQJS:JI

Ngaadaig cilalacy ) Jaing JoSgig 5l cblad ol sy JlaiVl 7 Lawdl e b

Rlisense

COMMUNITY EDITION

Firewall / Rules / Edit =wEeQ
Edit Firewall Rule
Action Pass G ——— v

Choose what to do with packets that match the crit:
Hint: the difference between block and reject is tha ct, a packet (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
whereas with block the packet is dropped silently. In enh r case, the original packet is discarded.

Disabled [ Disable this rule

Set this option to disable this rule without removing it from the list

Interface SIEM v

Choose the interface from which packets must come to match this rule

Address Family Py v

Select the Internet Protocol version this rule applies to.

Protocol Any G w

Choose which IP protocol this rule should match.

Source [ Invert match Any

Destination [ Invert match Any

Extra Options

Log () Log packets that are handled by this rule

Hint:
the Status

all has limited local

tem Logs: Setting

Don't turn on logging for everything. If doing a lot of logging,

consider using a remote syslog s

Pmmarimtian

() o S

astice Wazuh cudng Juyml (V) gl ola el ) Jseagh A0S clal 68 o o V) s Ll o
ubuntu aUsi 8 4oy
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‘Ps Firefox

O F 8 @ 8B &

YouTube Facebook Wikipedia Reddit Amazon Twitter

() o Jab

.sudo apt install curl (Curl) cudi, 85 jleal) Jurdsy o8

1S sudo apt install curl
password for ubuntu:
try again.
password for ubuntu:
try again.
password for ubuntu:
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
he following additional packages will be installed:
libcurls
he following NEW packages will be installed:
curl
he following packages will be upgraded:
libcurl4
Ll upgraded, 1 newly installed, @ to remove and 278 not upgraded.
eed to get 484 kB of archives.
hfter this operation, 454 kB of additional disk space will be used.
Do you want to continue? [Y/n] vy
et:1 http://ye.archive.ubuntu.com/ubuntu jammy-updates/main amd64 libcurl4 amd64 7.81.0-1ubuntul.l
[290 kB]

() o2 S0
Hadyg el Llee eaill zalipll 138 Jasy AJED alsY) Alasials Wazuh cudg Joym L il Wik
.ele 53 Wazuh olae) Pla
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26/04/2024

00:
00:
02:21:
02:21:
02:
02:
02:
02:
02:
26/04/2024 02:

Extended Detection and Response

15 curl -s0O https://packages.wazuh.com/4.7/wazuh-install.sh &% sudo bash ./wazuh-install.sh -a

: Verbose logging redirected to /var/log/wazuh-install.leg
- Dependencies ----
nstalling gawk.
: Wazuh web interface port will be 443.
: --- Dependencies ----
nstalling apt-transport-https.
azuh repository added.
- Configuration files ---
enerating configuration files.
: Created wazuh-install-files.tar. It contains the Wazuh cluster key, certificates, and passwords necessary

6 INFO: Starting Wazuh installation assistant. Wazuh version: 4.7.3 \

- Wazuh indexer ---
arting Wazuh indexer installation.
azuh indexer installation finished.
: Wazuh indexer post-install configuration finished.
Starting service wazuh-indexer.
azuh-indexer service started.
: Initializing Wazuh indexer cluster security settings.
: Wazuh indexer cluster initialized.
- Wazuh server ---
arting the Wazuh manager installation.

() o2 S

Wazuh. ) Jsaasll el Lalall g sall 4y artioall and clal 55K of aa ccndiil) aa,

26/04/2024
26/04/2024
26/04/2024
26/04/2024
26/04/2024
26/04/2024
26/04/2024

26/04/2024
26/04/2024
26/p4/2024

User: admin

Password:

INFO: --- Wazuh dashboard

INFO: Starting Wazuh dashboard installation.

INFO: Wazuh dashboard installation finished.

INFO: Wazuh dashboard post-install configuration finished.

INFO: Starting service wazuh-dashboard.

INFO: wazuh-dashboard service started.

INFO: Initializing Wazuh dashboard web application.

INFO: Wazuh dashboard web application initialized.

INFO: --- Summary ---

INFO: You can access the web interface https://<wazuh-dashboard-ip>:443

26/04/2024 02:33:23 INFO: --- Dependencies ----
26/04/2024 02:33: INFO: Removing gawk.
26/04/2024 02:33: ERROR: Cannot remove dependency: gawk.

A Enter. e

82|Page
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Advanced

Advanced,

Accept the Risk and Continue

() o Jab

(e Gy s lanls Wazuh 1 uucal iV g sal) dalSy pasial anl aladials Jsaall Qs o8 <Y
Aabia) leadl gues

= 0 wazh. v a

Qb 192168297129/

wazuh.

Chack Wazuh A7l connecticn
Check Wazuh Al versicn

Check derls index patlem |

The Open Source Security Platferm

Check ctatietice index pattem

() o J<i
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Wazuh.. S5 dagl dgals (8 03 G585 o) aag ¢ 3aatll sy

) Firefox Web Browser 15:31 26 _ul
@ | O wazuh-wazuh x |+ ~ _ @ x
@] O &G o https://192.168.237.129/app/wazuhit/overview/?_g=(filters:!(),refreshinterval:(pause:t,va w ® 9 =
= (O wazuh. v | Modues a @
Total agents Active agents Disconnected agents Pending agents Never connected
O O O agents
M No agents were added to this manager. Add agent
SECURITY INFORMATION MANAGEMENT AUDITING AND POLICY MONITORING
= . . S . S ) e
gD Security events @ Integrity monitoring H’«L Policy monitoring _VJVL System auditing
VI
Browse through your Alerts related to file Verify that your systems are Audit users behavior,
security alerts, identifying changes, including configured according to menitoring command
issues and threats in your permissions, content, your security policies execution and alerting on
environment ownership and attributes baseline access to critical files
@ Security configuration
assessment
Scan your assets as part of
a configuration assessment
audit

() oo S

Y Pla (e dashboard wazuh s el daIS ity o g2l Boladl) o388

curl -so wazuh—-passwords—tool. sh https://packages.wazuh.com/4.7/wazuh—

passwords—tool.sh

$ curl -so wazuh-passwords-tool. sh https://packages.wazuh.com/4.7/wazuh-passwords-tool.sh

() 2 S0

Baaall g5l dalSg @admMin Claa Zdlials o928 Glld 2an

bash wazuh-passwords—-tool.sh —u admin —-p P@$$w0rd1
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Llaall Hlas ) Jsaal) DA o« Wazuh l) Windows &ilasf Forwarding pstiu Llls

Firewall > Rules (558 il cdiilaall Hlaa ) Jaul <Attack Machine g (. pfsense

pocs ¥ Kali Forums & Kali or loit-DB Googls
msense n Firewall ~
COMMUNITY EDITION
Aliases
Status / Dashboard NAT + 0
System Information Schedules m Netgate Services And Suppert (- X x]
Name fSense.home.arpa
p P Traffic Shaper »ort information €%
User admin@192.168.2.2 (Local D Virtual IPs
System VMware Virtual Machine

~a
L=

Netaate Nevice IN° 3130sec8e0802bd48R12

Agaldll oda e saas Bacd ALy "Add" (358 ailg AD DS dgals aaa

ﬂﬂsense System - Interfaces ~

COMMUNITY EDITION

Firewall / Rules / ACTIVEDIRECTORYDS u 5 @

Floating WAN ATTACKMACHINE UBUNTU ACTIVEDIRECTORYDS SIEM SPANPORT

Rules (Drag to Change Order)

O States Protocol Source Port Destination Port Gateway Queue Schedule Description Actions

() P il

gk Y Jaing JoSsig,dl chbal Any lasly JlaiVl o ledl a5
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Rlisense

Firewall / Rules/ Edit ZwEe

Edit Firewall Rule

-

Choose what to do with packets that match the cri
Hint: the difference betv
whereas with block the

ck and reject is that with re|

et (TCP RST or ICMP port unreachable for UDP) is returned to the sender,
et is dropped silently. In either case, the original packet is discarded

Disabled [T Disable this rule

Set this option to disable this rule without re

oving it from the list.

Interface ACTIVEDIRECTORYDS >

Choose the int from which packets must come to match this rule

Address Family 1Pv4 hd
Select the Internet Protocol version this rule applies to

Protocol v

ich IP protocol this rule should match

() o S
> TCP/IPV4 > ailadll adopter > Ethernet) > w)ba st (358 ) (AD DS aoladll e

DNS.ojlcl dolaall jlany (alall IP (lgie Cacal

[§ All Servers

noSlamlocal

=

= e

4 & > Control Panel » Network and Intemet > Network Connections

v
Organize v Disable this network device  Diagnose this connection  Rename this connection

View status of this connection  Change settings of this connection 5= ~
- Internet Protocol Version 4 (TCP/IPv4) Properties X
General
P a Networking
You can get IP settings assigned automatically if your network supports | X
. Connect using this capabiity. Otherwise, you need to ask your network administrator
Connection o = for the appropriate IP settings.
Pvac wity: No Int i & Intel(R) 82574L Gigabit Network Connection
TPv6 Connectivity: No network access c (O Obtain an IP address automatically
Media State: Enabled ® :
= S This conmection uses the folowing tems: @ {o=tie folong 1! ackieas:
ation: :24: oo i
Speed: Iy % B Giesfor Mcrosoht Networks - e e [12.8. 4 . 0]
3 > = 59 Fie and Printer Sharing for Microsoft Networks Subnet mask: "’2;5 . 255 . 255 .
Details.... @1 QoS Packet Scheduler Z
Temet Protocal Version 4 (ICP/IPvA) Default gateway: [lezEse i 2
. Microsoft Network Adapter Mukipiexor Protocol
¥ s Mcrosot LLDP Protocol Driver . tomat
Activity
. Intemet Protocol Version 6 (TCP/IPvE) v (@ Use the folowing DNS server addresses:
- e >
Sent &\! Received Preferred DNS server:
= nstal Unmstal Properties i i ‘
Bytes: 3280917 | 140,892,611 Descigtion
Transmission Control Protocol/Intemet Protocol. The defaut
wide area network protocol that provides communication [vaidate settings upon exit
Disable Diagnose.

acrss diverse interconnected networks

= | | — : Cancel

0K Cancel
Microsoft-Windows-DistributedChrr

litem  1item selected

DC-01 10000 _Error

() o S
oSy AD i ubuntu-wazuh e (4 PING Jasy asiis cdazall oLl (e elgi¥) 2ey V) GG @
Lades Jlai¥) alae o)) (3o Bl SIS (5291 2da) g Liad
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:~§ ifconfig
ens33: flags=4162=UD _BROADCAST RUNNING,MULTICAST> mtu 1508
inet 192.168.181.129 | netmask 255.255.255.0 broadcast 192.168.181.255
inet6 fe80::943f:2b12:357c:d878 prefixlen 64 scopeid 0x28<link>
ether 00:0c:29:6c:81:53 txqueuelen 1000 (Ethernet)
RX packets 1785 bytes 1921334 (1.9 MB)
RX errors ® dropped & overruns ® frame 0@
TX packets 1696 bytes 138595 (130.5 KB)
TX errors @ dropped ©® overruns @ carrier ® collisions @

ens34: flags=4163<UP _BROADCAST ,RUNNING,MULTICAST> mtu 1500
inef 192.168.2.1 |netmask 255.255.255.0 broadcast 192.168.2.255
inet6 feB8@::7db1:3a63:2c4b:9e0d prefixlen 64 scopeid 0x20<link>
ether 00:0c:29:6c:81:5d txqueuelen 1000 (Ethernet)
RX packets 40 bytes 4145 (4.1 KB)
RX errors @ dropped @ overruns & frame 0@
TX packets 104 bytes 12286 (12.2 KB)
TX errors @ dropped © overruns @ carrier @ collisions @

lo: flags=73<UP,LOOPBACK,RUNNING>= mtu 65536
inet 127.0.0.1 netmask 255.08.08.0
inet6 prefixlen 128 scopeid 0x10<host>
loop txqueuelen 1000 (Local Loopback)
RX packets 3929 bytes 414085 (414.0 KB)
RX errors @ dropped ®© overruns © frame @
TX packets 3929 bytes 414085 (414.0 KB)
TX errors @ dropped © overruns @ carrier ® collisions @

;S5 pilng 192.168.2.2

PING 192.168.2.2 (192.168.2.2) 56(84) bytes of data.

64 bytes from 192.168.2.2: icmp_seg=1 ttl=128 time=0.755 ms
64 bytes from 192.168.2.2: icmp_seq=2 ttl=128 time=0.794 ms
64 bytes from 192.168.2.2: icmp_seq=3 ttl=128 time=1.75 ms
64 bytes from 192.168.2.2: icmp_seq=4 ttl=128 time=1.02 ms
64 bytes from 192.168.2.2: icmp_seq=5 ttl=128 time=2.58 ms
64 bytes from 192.168.2.2: icmp_seq=6 ttl=128 time=0.845 ms
64 bytes from 192.168.2.2: icmp_seq=7 ttl=128 time=0.714 ms
64 bytes from 192.168.2.2: icmp_seq=8 ttl=128 time=3.14 ms

windows server jlga (s A
Wsers\Administrato

Pinging with 32
Reply from ! i 1: bytes
from ; 1: byte
from ]
from

Recelved
Approximate round trip times in mi
Minimum gms, Maximum = Bms,

() 2 S0

windows server i 4l ;lsic auag za a23%uS Windows 101 jlga dilial ashiv o
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Ethernet adapter Etherneto:

Connection-specific DNS
Link-local IPv6 Address

IPv4 Address.

C:\Users\RTeam>ping 192.

Pinging 192.168.2.2 with
Reply from 192.168.2.2:
Reply from 192.168.2.2:
Reply from 192.168.2.2:
Reply from 192.168.2.2:

.168.

Approximate
Minimum

ind trip
Minimum = ©ms, Maximum

88| Page

localdomain
fe80©::5912:11

of data:

time=1ms TTL=128
time=1ms TTL=128
time<ims TTL=128

> o Jp-

=4,
in mill
ims,

TTL=128
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)-[~]

ethl: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500

inet 192.168.3.2
inetb fe80::147:79bd:804:c9f6
ether 00:0c:29:be:4f:ab
RX packets 3
RX errors @
TX packets 15
TX errors @

dropped @

lo: flags=73<UP,LOOPBACK,RUNNING>
inet 127.0.0.1
inet6 ::1 prefixlen 128
loop txqueuelen 1000 (Local
RX packets 4
RX errors 0
TX packets 4
TX errors @

dropped @

— )-[~]
192.168.3.1

PING 192.168.3.1 (192.168.3.1) 56(84)
64 bytes from 192.168.3.1: icmp_seq=1
64 bytes from 192.168.3.1: icmp_seq=2
64 bytes from 192.168.3.1: icmp_seq=3
64 bytes from 192.168.3.1: icmp_seq=4
“Xasc64 bytes from 192.168.
64 bytes from 192.168.3.1:
e

— 192.168.3.1 ping statistics —

6 packets transmitted, 6 received, 0%
rtt min/avg/max/mdev =

icmp_seq=6

Metmask 255.255.255.0

txqueuelen 1000
bytes 746 (746.0 B)
overruns @
bytes 1870 (1.8 KiB)
dropped @ overruns @

retmask 255.0.

scopeid @x1@<host>

broadcast 192.168.3.255
prefixlen 64 scopeid 0x2@<Llink>
(Ethernet)

frame 0

carrier @ collisions @

mtu 65536

0.0

Loopback)

bytes 240 (240.0 B)
overruns @

frame 0

bytes 240 (240.0 B)
dropped @ overruns @

carrier @ collisions @

bytes of data.

tt1=128 time=0.840 ms
tt1=128 time=0.724 ms
tt1=128 time=0.680 ms
tt1=128 time=0.687 ms

3.1: icmp_seq=5 ttl=128 time=0.732 ms

tt1=128 time=0.644 ms

packet loss, time 5101ms

0.644/0.717/0.840/0.061 ms

() o S

Jaiilg e palall Edge miaic Juaity o3 Wazuh-agent cuiiy o siiu o

Juyal https: //packages.wazuh.com/4.x/windows/wazuh—-agent-4.5.1-1.msi ]|
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ﬁ Wazuh Agent Setup —_ >
Please read the Wazuh Agent License Agreement wo ZU h
-
"~
Portions Copyright (C) 2015, Wazuh Inc.
Based on work Copyright (C) 2003 - 2013 Trend Micro, Inc.
This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License (version 2) as
published by the FSF - Free Software Foundation.
L
E I accept the terms in the License Agreement
Click Install to install the product with default options for all users. Click Advanced to
change installation options.
Pint | Advanced | & install | | cancel
L
#8 Wazuh Agent Setup - X

Completed the Wazuh Agent Setup
Wizard

Click the Finish button to exit the Setup Wizard.

W [ Run Agent configuration interface

o e

) S Sl
(sl ead win32uiiexe e saje B iy Aaall gl ) Jisls « wazuh Sy dgals el o 13)
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i = Application Tools  ossec-agent
Home Share View Manage
“ 4 | . » ThisPC > Local Disk (C:) » Program Files (x86) » ossec-agent > —
[0 Name Date modified Type Size
o Quick access (] neip O/ | 1/ 4UE3 21U PV 1eXt vocument )
I Desktop ? ) intemal_options.conf 8/17/20235:50PM  CONF File 15K8
& Downlosds ~ # lj libgee_s_dw2-1.dil 8/17/2023 7:56 PM  Application extens... 145K8
[‘ﬂ libstdc++-6.dll 8/17/2023 .56 PM  Application extens... 2,303 KB
[4] Documents  # =~ )
|4] libwazuhext.dll 8/17/2023 7:56 PM  Application extens,., 7,158 KB
[&=] Pictures » > .
|4 libwazuhshared.dil 8/17/2023 7:56 PM  Application extens... 1,147KB
d Music |4 libwinpthread-1.dil 8/17/2023 7:56 PM  Application extens... 518KB
[® videos [7] LIcense 8/17/2023 :50PM  Text Document 25KB
i ions. 2023 5: i

& OneDrive U local_internal_options.conf 8/17/2023 5:50 PM CONF File 1KB
[¥9 manage_agents 8/17/2023 7:56 PM  Application 1,360 KB
! This PC D ossec.conf 11/30/2023 5:02 PM  CONF File 10KB
ile-10.template 8/17/2023 4:05 PM TEMPLATE Fil 1KB

¥ Network 0} prof 2 _ '
[] REVISION 8/17/20235:50PM  File 1KB
rsync.dll 8/17/2023 :5TPM  Application extens... 310KB
B syscollector.dil 8/17/2023 7:57PM  Application extens... 487 KB
|2 sysinfo.dil 8/17/20237:57PM  Application extens... 444 KB
[ 8/17/2023 550 PM  File 1K8
8/17/2023 4:05 PM Text Document 92 KB
8/17/2023 7:56 PM Application 2,349 KB
8/17/2023 7:56 PM  Application 1,287 KB
8/17/2023 4:05 PM MANIFEST File 1KB
8/17/2023 4:05 PM PEM File 2KB

38items  1item selected 1.25 MB
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W Wazuh Agent Manager

Manage View Help
Wazuh v4.7.3
Agent: Auth key not imported. (0] - O

Status: Require import of authentication keyp.
- Mot Running

Manager IP; |m
Authentication key: |<insat_atth_key_here:-

Save | Refresh
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