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Abstract

With the continuous rise of cyber threats and the growing sophistication of digital
attack methods, organizations are increasingly in need of advanced security solutions
capable of real-time analysis and intelligent response. This project presents the
development of an integrated system for security threat analysis and proactive defense,
named the Security System for Detection and Defending Threats (SSADT). The system
leverages open-source tools specifically, Wazuh for system log monitoring and analysis,
and Suricata for network traffic inspection and anomaly detection.

SSADT is built upon a unified SIEM architecture that enables the aggregation and analysis
of data from multiple sources. It provides a centralized graphical interface that simplifies
event monitoring and supports timely decision-making by security administrators. The
system is designed to be user-friendly, even for organizations with limited cybersecurity
expertise, offering simplified interfaces and clear installation guidelines.

Ultimately, SSADT represents a significant advancement toward establishing national
cyber defense capabilities based on flexible and open-source technologies. It also lays the
groundwork for future integration of artificial intelligence and predictive behavior
analytics into digital defense systems.
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Duration
v v

30 days
12 days
6 days
7 days
5 days
25 days
15 days
10 days
50 days
35 days
15 days
40 days
30 days
10 days
13 days
8 days
5 days
4 days

Start

L4

Thu 8/1/24 6:00 AM
Thu 8/1/24 8:00 AM
Thu 8/22/24 8:00 AM
Tue 9/3/24 8:00 AM
Fri 9/13/24 8:00 AM
Mon 9/23/24 8:00 AM
Maon 9/23/24 6:00 AM

Finish .
Thu 9/19/24 5:00 PM
Wed 8/21/24 5:00 PM
Mon 8/2/24 5:00 PM
Thu 9/12/24 5:00 PM
Thu 9/19/24 500 PM
Wed 10/30/24 5:00 PM
Tue 1015/24 5:00 PM

Wed 10/16/24 8:00 AM Wed 10/30/24 5:00 PM

Thu 10131724 8:00 AM
Thu 10131724 8:00 AM
Tue 12/31/24 8:00 AM
Mon 1/27/25 8:00 AM
Mon 1/27/25 8:00 AM
Wed 3/19/25 8:00 AM
Mon 4/7/25 8:00 AM

Mon 4/7/25 8:00 AM

Mon 4/21/25 8:00 AM
Tue 4/29/25 8:00 AM

Thu 172325 5:00 PM
Mon 12/30/24 5:00 PM
Thu 1/23/25 5:00 PM
Thu 4/3/25 5:00 PM
Tue 3/18/25 5:00 PM
Thu 4/3/25 5:00 PM
Mon 4/28/25 5:00 PM
Thu 4/17/25 5:00 PM
Mon 4/268/25 5:00 PM
Mon &/5/25 5:00 PM

Aug

Sep

Oct

Qir 4, 2024

Qtr1, 2026
Jan

Qfr 2, 2025
Apr |

| Nov | Dec Feb ‘ Mar

May |
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{§} Configuration Assessment

3n your assets as part of a configuration

Health Insurance Portat

security provisions for safeguarding medica

ity and Accountability
Act of 1996 (HIPAA) provides data privacy and
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Rule level 1210 14 Rule level 7 1c

ENDPOINT SECURITY THREAT INTELLIGENCE

Malware Detection Threat Hunting

0 Vulnerability Detection

Check indicat Discover what

s of compromise ti

Browse through your security alerts, identifying

ations in your er

malware infections or cyberattacks. issues and threats in your env are affected by well-k 1 vuinerabilities.
File Integrity Monitoring {o} MITRE ATT&CK

Alerts related to file changes, including Explore security alerts mapped to adversary

permissions, content, ownership, and attributes tactics and techniques for better threat

understas
SECURITY OPERATIONS cLoup SECURITY

— PCIDSS [H coer Docker aws  Amazon Web Services

Global security standard for entities that process, General Data Protection Regulation (GDPR sets or and colect the activity from Docker Security events related to your Amazon AWS

ore, of transmit payment cardnolder data. guidelines for proc ing of personal data. reation, running, starting, s, collected directly via AWS API.
g or pausing event

CR HIPAA NIST 800-53
& a8

Google Cloud

National Institute of Standards and Technology
Special Publication BA0-53 (NIST 800-53) sets

quidelines for federal

GitHub

relate: Monitoring e

audit logs of your Gi

formation systems. organizations,
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= W Overview
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) ared Critical severity High severity Medium severity Low severity
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