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Project Summary

The reporting system is an advanced platform designed to enhance the security
capabilities of law enforcement agencies and facilitate their efforts in apprehending
criminals, fugitives from justice, and recovering stolen property. The system relies on
receiving reports from citizens and utilizing modern technology to broadcast these reports
and connect the Ministry of Interior with the Ministry of Justice, thereby promoting
cooperation and enabling the rapid dissemination of enforcement orders and judicial
rulings against criminals and fugitives.

Reports are submitted using the national ID number and the serial numbers of electronic
devices and weapons. These reports are then circulated to security agencies, checkpoints,
and commercial points of sale across the country. The system enables inquiries to verify
whether an item being sold is among the reported stolen goods. This approach facilitates
the arrest of criminals and allows merchants to verify the legitimacy of goods before
purchase, helping them avoid buying stolen property and report anyone in possession of
stolen items. This contributes to reducing theft and aiding in the recovery of stolen goods.

Additionally, the system’s security control panel is a key feature that allows full
integration and management of its functions, including access permissions and control
over the built-in security systems. This ensures protection against cyberattacks through
specialized security tools for intrusion prevention and behavior analysis to predict
potential risks. Advanced technologies are used to secure databases, and the system
includes a comprehensive security plan to prevent unauthorized access and protect
sensitive data, thereby enhancing the system’s safety and effectiveness in countering
threats.
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Use case 3.7.1

Reporting system
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é inciude

Database

=

_— <’/§ba?!{e Ve
include i : I
reporting
management -
Q signup
reports managel
Circulating reports
'S accessing the ]
13 reports
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€ verify login @
—b5 v 91
Shop supervisor C "

%s officers

Shop owners

=X

Security point
officers

Use Case diagram(3.1) Js&

signup 4l Jsi (3.5) Js

User Case Id 1

User CaseName Signup

Description User signup your information to the application.
Actors All users except police manager.

Flow of event

1. User enters user name , password and email.

2. User submits user name , password and email.

Precondition Enter new username , password and email.
Postcondition You can go to log in.
Exception Enter user name ,password , email.
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login 4les J93a (3.6) s>

User Case Id 2

User Case Name Login

Description User login to the application
Actors All users

Flow of event

User valid enters user name and password.

Precondition You must be signed up in the system. .
Postcondition You can go to your Authorized operations.
Exception Error password and username entered .

User management 4les Jg2 (3.7) Jsi>
User Case Id 3

User Case Name

User management .

Description

Manage users and police station.

Actors

Police manager.

Flow of event

Add ,update, delete (limited)

Precondition You must be logined in the system. .
Postcondition You can go to your Authorized operations.
Exception

Reporting management 4l Js2a (3.8) Jo>
User Case Id 4

User Case Name

Reporting management

Description

Manage reports

Actors

Reporting manager

Flow of event

Add ,update, delete (limited)

Precondition You must be logined in the system. .
Postcondition You can go to your Authorized operations.
Exception
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Circulating reports 4l Jsia (3. 9) Joi

User Case Id

5

User Case Name

Circulating reports

Description

.stations and security points Circulating reports to police

Actors

Reporting manager

Flow of event

Sending notification of a report

Precondition You must be added the report in the system. .
Postcondition You can go to your Authorized operations.
Exception

Stores managementises Jsia (3.10) Js>
User Case Id 6

User Case Name

Stores management

Description

Managr stores

Actors

Stores manager

Flow of event

Add ,update, delete (limited)

Precondition You must be logined in the system. .
Postcondition You can go to your Authorized operations.
Exception

Register reports 4 Jsi (3.11) Jsa
User Case Id 7

User Case Name

Register reports

Description

Enter the report to the system

Actors

Reports officers

Flow of event

Insert the reports

Precondition

You must be logined in the system. .

Postcondition

You can go to your Authorized operations.
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Sales 4ales Jsia (3.12) dssa

User Case Id 8

User Case Name Sales

Description Check out the sales
Actors Stores owner

Flow of event

Select and manage the sales

Precondition You must be logined in the system. .
Postcondition You can go to your Authorized operations.
Exception

accessing the reports 4l Js2a (3.13) ds2>
User Case Id 9

User Case Name

accessing the reports

Description

Check out the reports

Actors

security points officers

Flow of event

Select the reports

Precondition You must have sent a notification of reports.
Postcondition You can go to your Authorized operations.
Exception
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DFD Level 0 3.7.2
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Repm'ts: officers

Inser——

- -

—Requset insert>

[

sequence diagram 3.7.3

—agree on insert >

Register

Report

<Successiul Inser-

<—failed Inser—

Requset insert Ok

Requset insert
Invalid

<—Insert OK——

< -Insert Invalid—

updata——

—Requset updata>

-agree on updata »

Successful updata

< failed updata—

Requset updata Ok

Requset updata
Invalid

<—updata OK-—

<updata Invalid-

—delet——=

—Requset delet>

—agree on delet >

<Successiul delet-

<—fniled delet—

<Requset delet Ok

Requset delet
Invalid

<——delet OK——

< —delet Invalid—

sequence diagram :record report(3.4) Js&

Authentication

—user name—> [

verify user name>

tap admin I
| —password——> verify password- k3
e T
Alternative "
—ok user name —Send PIN—>
: <—Requset PIN— =
|

[if logln is valis ]

<-Login failed—

< -ok password—

Failed user name

<Failed password

Successful sending

Alternative

[if PIN is valis |

— —Enter PIN- > —Verify Acount=> —Verify PIN—
<Wait IMEI OK- <—PIN OK: <-PIN user OK-
<—Login failed— < Invalid PIN— <Invalid user PIN

_ Verify User

<Login failed— =t > —Verify IMEI—>
Alternative ™ — vELOK e
[if IMET is valis ] interface B
[Else]

<—Login failed— <-Invalid IMEI- Invalid user IMEI

| =
sequence diagram : login(3.5) Js&
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rm_ccrp Classification: Complaint or Report S of O aduaill
rm_stnr Status: Notified, Rejected V2980 searn AL (oann 1ALl
rm_rgnd Relevant Government: Not Deported/Deported d=e [ dope (oAl A
rm_dploci Details of the Place of the Incident dablgll OIS Jasolas
rm_dtofci Details of the Incident dablgll Jusolds
rm_rtpwit Related Parties with the Incident 439l Ao oy N
rm_ctudt Created/Updated/Deleted Timestamp BN B i oukas of sLad] By

rm_cnfm_mgr

rm_updfl
rm_nts

created_by_name
updated_by _name

deleted_by name
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Uploaded file with incident details
Notes

Name of user who created
Name of user who last updated

Name of user who deleted
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