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ABSTRACT

In light of the accelerating pace of digital transformation and organizations'
increasing reliance on automation systems to manage their critical operations and
sensitive data, there is an urgent need to enhance the protection and security
mechanisms for these systems. This project primarily aims to design and develop
an integrated system for securing and protecting automation systems, ensuring

operational ~continuity, safeguarding data from unauthorized access or

manipulation, and fostering trust in organizations' digital environments.

The project addresses current security challenges, such as weak data transfer
protection, difficulty in precisely managing permissions, the absence of
comprehensive audit logs, and low employee security awareness. To tackle these
issues, the project proposes a multi-layered security framework that combines the
latest technologies and practices. This includes implementing a precise role-based
access control (RBAC) system, encrypting sensitive data during storage and transfer
using strong algorithms, and integrating advanced authentication mechanisms such

as multi-factor authentication (MFA) that includes biometrics and one-time

passwords (OTP), along with linking each user to a specific device.

The project also focuses on providing a comprehensive audit log that documents
all activities and operations within the system, facilitating the tracking of any
security breaches and enhancing accountability. The project adopts the flexible
Agile methodology in its development, ensuring continuous adaptation to
requirements and testing of deliverable components. The system was implemented

using Dart and SQL languages, relying on platforms like Supabase and PostgreSQL

databases, which provides a robust and scalable architecture.

Comprehensive testing results demonstrate that the system possesses high
resistance to common attacks, with efficient performance and fast response times.
This project contributes to providing a practical and reliable solution for
organizations seeking to enhance the security of their automated infrastructure, and
offers valuable recommendations for future work, including integrating emerging

technologies and improving user experience, thus affirming its capability to

confront evolving security challenges in digital work environments.
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Recommendations Results Methodology Objectives Problem Title
- Broaden implementation of | - Significant - Needs analysis through | - Improve operational Institutions face challenges | Employee
automation systems. improvement in surveys and interviews. efficiency. in efficiently managing Services
- Continuous development employee satisfaction | - Developed an - Enhance productivity, | employee services, such as | Automation
and training on system usage. | and task completion | automated system with recluce ervors, and delays in request System
- Regu[ar system updates for speed. modern techno[ogies. improve emp[oyee processing, attendance

security and eﬁficiency.

- Tested the system to
ensure user needs are

met.

experience.

track[ng issues, and
d[ﬁficu[‘ty accessing critical

information.
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Researcher

Recommendations Results Methodology Objectives Problem Title and Date
- Enhance management support | - Need for - Descriptive analytical | - Understand MIS | Assess the ability | Tmpact of Al-Omari
and employee training. stronger approach. impact on employee | of MIS systems to | Computerized MIS | (2009)
- Upgrade technological management - Survey of 262 performance. meet user needs | on Employee
infrastructure. support. employees at a telecom | - Evaluate the and improve Performance
- Leverage advanced MIS - Importance of | company. current operational
features to optimize modern - Data analysis using | performance levels. | efficiency.
operations. networks and SPSS software. - Explore employee
advanced perspectives on MIS
MIS capabilities. needs.
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Researcher and

Recommendations Results Methodology Objectives Problem Title Date
- Provide trained The study Descriptive -Assess the reality of Automation Automation and | Zaarb (2008)
personnel for automation. | highlightsthe | methodology. applying office enhances its Role in
- Reduce development importance of | - Data collection automation in personnel | administrative Improving
costs with effective office from secondary departments. effectiveness. Personnel
fmancing plans automation sources. - Clarify the role of - Challenges Management
systems to automation in p[anning, include lack of Pe(formance in
enhance the recruitment, selection, skilled stajj(: high Government
efficiency and training needs, and development Ministries in Gaza
effectiveness of resource evaluation. costs
human
resources
administrative

O 55 G Sldeall Jo 595 1(1.3) Jyud
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Researcher

Recommendations Results Methodology Objectives Problem Title and Date
Invest in MIS Strong correlation Data collection from | Analyze the Challenges like The Role of Nader et al. (2008)
inﬁas’cmc‘cwe and between MIS usage literature and a applicaﬁon of bureaucracy, Management
training. and operational survey of management complex Information
- Reduce administrative efficiency. 270 employeesina | information procedures, and | Systems in Public
complexity via automation. | - Limited adoption | public finance systems (MIS) in reliance on Administration

of advanced department. public finance manual data Issues
technologies. - Statistical analysis | departments handling hinder
using SPSS software administrative
performance.

B B s o jendl ) 8l 2(1.4) Iy
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Researcher

Recommendations Results Methodology Objectives Problem Title and Date
Develop policies to Office Data collection from | ldentify actual usage Challenges include Determining Tawfiq (2010)
maximize technological | automation is books, jowrnals, and | levels of office traditional activity Levels of Office
benefits vital but interviews automation systems. burdens, outdated Automation

underutilized Statistical analysis - Explore key investment | technology Utilization
beyond basic using Minitab areas and challenges in

applications like | software adopting such

word processing technologies

and

photocopying
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fJ advance_requests
e d

¢ employee_id

¢ amount

¢ status

¢ request_date

¢ approval_date

¢ approved_by

<& rejection_reason

O sms_s...

3 documents
+ @  documentid
& employeeid

¢ documenttype

¢ uploaddate

¢ filepath

¢ expirationdate

@ uploadedby

¢ description

¢ Ccreatedat

¢ updatedat

3 financial_transactions
se id

¢ employee_id
amount
transaction_type
description

date

O(Co|OC|C | e

created_at

z
uuid
uuid

numeric
varchar
timestamptz
timestamptz
uuid

text

bool

z
inta
uuid

varchar
date
varchar
date

uuid

text
timestamptz

timestamptz

z
uuid
uuid

numeric
varchar
text
timestamptz

timestamptz

B roles
5 @& roleid

@ rolename

& permissions

3 benefits
ok 3 benefitid
@ Dbenefitname

¢ description

o eligi
5 employees
o & id

¢ updated_at
O e email

¢ avatar_url

¢ firstname

¢ lastname

¢ phonenumber
¢ dateofbirth

¢ hiredate

& position

¢ department
O otp

¢ created_at_otp
¢ expires_at_otp
& role

¢ device_id

o is_active

[ leavetypes
& @ leavetypeid

@ leavetypename

ints
varchar

text

z
int4
varchar
text

text

z

uuid
timestamptz
text

text
varchar
varchar
varchar
date

date
varchar
int4
varchar
timestamptz
timestamptz
text
varchar

bool

z
int4

varchar

f attendance

« @ 7 # attendanceid
¢ employeeid

¢ date

@ status

¢ checkintime

<& checkouttime

o lat_in

& long_in

¢ locationaddress_in
& lat_out

¢ long_out

¢ locationaddress_out

f devices
o & id
& user_id
& device_id
¢ is_active
¢ created_at

& updated_at

f salaries

o e d

& employee_id
¢ basic_salary
allowances
deductions
net_salary

effective_date

C| e[S |00

created_at

“
int4
uuid
date

varchar
timestamp
timestamp
floats
floats
text
floats
floats

text

Z
uuid
uuid
text
bool

timestamptz

timestamptz

]
uuid
uuid

numeric

numeric
numeric
numeric

date

timestamptz

5 auditiog (e
S J auditiogid inta
¢ userid uuid
¢ actiontype varchar

varchar

¢ tableaffected

@ recordid inta
¢ timestamp timestamptz
& oldvalue text
& newvalue text
& ipaddress inet
¢ useragent text
1
f{ notifications (4
& @ notificationid int4
& employeeid uuid
@ notificationdate date
@ messa.. text
& isread bool
[
5 departments A
« @  department_id ints
¢ department_name varchar
¢ created_at timestamptz
¢ updated_at timestamptz
¢ description text
¢ status text

3 requests (4
& @ # requestid int4
¢ employeeid uuid

varchar

@ requesttype

@ requestdate date
¢ status varchar
& startdate date
¢ enddate date
O reas.. text
< managerid uuid

¢ attachment varchar

3 leavebalances z
K ) leavebalanceid ints
& employeeid uuid
@ leavetypeid ints
¢ totaldays int4
& usedd... ints
¢ remainingdays inta
¢ createdat timestamptz
¢ updatedat timestamptz
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