Emirates International University Cybersecurity Program

Effective from Academic Year 2023/2024

Faculty of Engineering & IT

Year: 1
Semester Course Cr. L T P P e
Juail) # C;odg Course Title A ol Hrs. ) uuh.m
el A ey -
1 1| UNI101 Islamic Culture Aeadly) dalal) 2 2 - - -
2 | UNI103 Arabic Language 1 1 el 320 2 2 - - --
3 | UNI105 English Language 1 1 Ay lasy) asll 2 2 - - --
| &) pall -
4 | UNI207 | Arabic Israeli Conflict o) gl 2 2 N
RPN
Introduction to R --
O gulall -
5| UNI109 Computer Jpulal) b deia 3 2 2
6 | EIT111 Mathematics 1 1 Slualy) 3 2 2 - --
7 | UNI102 National Culture il o)) 8l 2 2 - - -
16
2 1| UNI104 Arabic Language 2 2 Ay el A2 2 2 - - UNI103
2 | UNI106 English Language 2 2 2 jlaiy) Aslll 2 2 - UNI105
3| EIT112 Mathematics 2 2 Sl 3 2 -
Introduction to OV 8 dania
; ¥ UNI109
4| CcYsiao Cybersecurity ol 3 2 2
Computer R E
5| AIL30 Programming 1 1 cgulall dae 3 2 UNI109
6| IT120 Discrete Mathematic dakaiie lualy 3 2 2 - -
7| EIT212 Communication skills Jbat¥) &l g 2 2 - - UNI106
18
Year: 2
Semester Course _ Cr. L T P Pre-req
Juailll # (;0de Course Title DA o Hrs. PRI
el S A ey T
Computer ,
PN -
1 1| Al231 Programming 2 2 osuladl das 3 2 2 AI130
2| AI223 Database systems Gll) ac | 8 alas 3 2 . 2 Al130
Web Technology P
) I ,
3| AI236 Fundamentals sl A 3 2 2 AI130
4| CYS251 Computer Networks Cpmlall Gl 3 2 - 2 UNI109
Information System b (el 31
) Ys12
5| CYS261 Security Management il sleall 3 2 2 Cvsio
Computer Organization et g Ay Jlaza
6 Al24l and Architecture Cpulall 3 2 2 UNI109
7| EIT211 Technical English Sl (g alasy) 2 - UNI106
20
2 1| EIT210 Prabahility and LYl slasyl 3 2 )
Statistics
Web Development and .
) “yal
2| CYS260 Security sl ks e 3 2 2 AlI236
iect-Ori a 4 |
3| AI234 Object-Oriented m}dw)ﬂ 3 ) ) Al231
Programming GH N
41  Al242 Operating Systems BERSINEY 3 2 2 Al241
5| CYS252 | Switching and Routing Jaall 5 4 53l 3 2 2 CYS251
Database Management acl 8 el 5304
6| CYS262 and Security L) 3 2 2 Al223
Information Security | el 0wl 85 Ciluba
- - CYS261
7| CYS264 Policies and Laws il sleall 2 2
20
&8 aml ) 0 Al dres 2
2K e el )
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Year: 3
Semester Course Cr. L P ETe
Juaill) # Qode Course Title DA o Hrs. 0l el
el Al S A 3y T
Scientific Research . :
~alall sl il -
! 1| EIT310 Fundamentals ? T 2 2
Data structure and callall Sl
2 IT353 algorithms el salls 3 2 2 Al231
3 | CYS333 | Advance Programming Aaniiall daa pll 3 2 2 Al234
4 | CYS361 Cryptography il 3 2 2 Al234
i i AL caluil
5| Ccysssy | VVireless Networking A 3 2 2 CYS252
and Security Ll s
Mobile Applications L ol i ol
6 | CYS335 Security b gall ilidat (ga 3 1 4 CYS120
17
2 1| CYS340 System d?s?glr?ms and plaill araaiy Jalas 3 2 2 - Al223
2| cysasp |  Secure Software et gt 3 2 S| 2 CYS260
Development 4yl
Threats and i
Sl Jalas
3| CYs363 Vulnerabilities j‘;‘f‘l“ 3 2 - | 2 CYs351
Analysis ’
4| CYS362 Digital Forensics 8l Slall Gaal) 3 2 - 2
5| CYS364 | Ethicsand Compliance JEaYI 5 lENAY) 2 2 - - CYS264
6 | CYS380 Internship e 3 - - -
7 IT321 Project Management &kl 5 )l 2 2 - -
19
Year: 4
Semester Course Cr. L T P B
Juaill # Code Course Title Al Hrs. 0L ciliaie
w\\)-ﬂ‘ J)S.d‘ BYY] Cac o
Artificial Intelligence for]  eliaa¥l (1SN
1 1| CYS461 Cybersecurity R oSl 3 2 - 2 CYS120
Reverse Engineering and  5_13) 5 dauSall duaigl)
2| CYS463 | g Management Loy 3 2 - 2 CYS333
i i 3AY) &) Ay
3| Cysaes | Ethicalhackingand - Bl 3y 3 2| -] 2 CYS351
Penetration Testing Gl AY) jasd
4| CYS491 Elective 1 1 ol 3 2 - 2 ---
5| CYS481 Graduation Project 1 1z A5 g 5 3 3 - - EIT310
15
2 1| CYS460 10T Security L) i il Cpal 3 2 2 Al236
{Pri g Gnaddll dua gasll
2| CYS462 ngi‘?;aEEr'i‘r’]ae‘gif‘” 3 3 | - - CYS364
9 g e LaaY) duigll
3| CYS492 Elective 2 2 s 3 2 - 2
4| CYS482 Graduation Project 2 2 g A 3 1 4 CYS481
12
g4 el ) 2 A8 Jeea 2 p
S e ansdll gt

Elective Courses 1 & 2
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Course Cr. L T P B
Elective |# Code Course Title SRl axd Hrs. PR qu ;
S A ey T
Selected topics in 8B la pauial 9
1 1| CYS491 Cybersecurity sl g 3 2 2 CYS120
CYS493 Information Hiding X ci | e et
. Al ) elad] Chles
2 Techniques sleall clad) il 3 2 2 CYS361
3 CYS495 and Risk Ma_nagement LAl ety 5 3 By i ) CYS363
analysis
4| CYS497 Mobile Forensics Jasial) Jlall Jalail 3 2 2 CYS362
3
CYS490 System Components palic (gl anid ]
2 ! Security and Testing plaill 3 2 2 Al242
2| CYS492 Blockchain security O (al 3 2 2 CYS461
CYS494 Biometric "
J d3aliadll
3 Authentication el 3 2 2 CYS362
3
Cr. Hrs.: Credit Hours. (137 Cr. Hrs.), 50 Courses .. Literature  T.: Tutorial P: Practical
g4 aml il o . .
LK aee D) dm . a 2
pul) st
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