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* General Information: Sy malil) oo dale cila glaa
Program Name Cybersecurity
1 | el aul A mad) (¥
Total Credit Hours 137 Credit Hours
9 | saairall Clelud) aae Saaina Aol 137
Program Period 4 Years [8 semesters]
3 | bl i 3l 5 ydl) (ol pd Jgad 8) @l g 4
Awarded Degree Bachelor of Cybersecurity
4 | Aaadadl A 3l aul ) G G 55 SIS
Study System: Semester Based system (full-time)
5 | Ayl ol (Al Bl g Hall J gl ol
PROGRAM DISCERPTION : (S

The cybersecurity program is designed to provide students with a comprehensive understanding of
cybersecurity principles, practices, and technologies. This program adheres to the National Academic
Reference Standards (NARS) and aims to equip students with the necessary knowledge and skills to
address the ever-evolving challenges of cybersecurity in today's digital landscape.

bl 138 a3l | 3yl () i g il las s (gabal Jalid agis BUall 2y g 50 0 jand) () el ananal o
Aiba sl) 2 SY) dgma jall ulaalls (NARS) <ol dganl sal da 3300 il jleall 5 4 pmalls SO a5 35 ) argas
asl (ol agiiall Sl pad) a5 shaial),

Promising Jobs (i sll) :
1- Secure Software Developer 4wY) zal il ) shae
2- Network Security Administrator <lSadll el J s s
3- Information Security Analyst <l steall (el Jlas
4- Computer Security Architect s suaSll (el (saiga
5- Cyber Intelligence Officer ! ) &l jlaiuy) alia
6- Penetration Tester Gl syl s

7- Academician in Cyber Security (Lecturer, Trainer, Researcher). 3l ssd) (e¥) 8 oS
U'_\;L\ ji K ,JMIAA
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% Program Structure: Tkl Jsa
Badina dslu (137) (o (sl (oY) abi (8 (u g 1Sl Aol el ) JS (oS
1Y) sl e as e
NG Requirements No. of Credit Rational
- Courses Hours Weight %
. . . Compulsory 8 17
1. | University Requirements - 12.41-%
Elective -- --
. Compulsor 7 17
2. Faculty Requirements & 5 y 12.41-%
Elective -- --
. Compulsor -- --
3. | Department Requirements P - y ---%
Elective -- --
. Compulsory 30 88
4. Program Requirements - 68.61 %
g a Elective 2 6
5, Field Training (if any) Compulsory 1 3 219%
6. | Research Project Courses | Compulsory 2 6 4.38 %
Total: -- -- 100%
University Requirements 4sslal) cilitkia
Level- | Course . Cr. p=« | Prerequisites,
o * | T o
A Sem. Code SN Sl s Hrs. LT * | Co-requisites
1. 1/1 | UNI101 Islamic Culture AaadluYy) Adal) 2 2 - -
2. 1/1 UNI103 Arabic Language 1 JREPRES 2 2 - -
3. 1/1 UNI105 English Language 2 [EEBTENEEY 2 2 - -
4, 1/1 UNI107 | Arabic Israeli Conflict Y () g ) uall 2 2 - -
5 11 OUNI10 Introduction to sl 8 i 3 9 2 i
Computer
6. 1/2 | UNI102 National Culture ik 5l) Adal) 2 2 - -
7. | Y2 |uNit04 | Arabic Language 1 2 da e 4l 2 2 | - - | ArebleLanguege
8. | Y2 | uNio6 | English Language 2 2 & ulay) A3 2 2 | - - | FrotiehLanguege
Total 17 14 2

* L= lecture ** T=tutorial/seminar, *** P= lab/workshop/training/clinical

3



s | A2

ool | i | o0 & 0 i gl
ATE
Faculty Requirements 44! cidhia
Level- | Course . Cr. Prerequisites
) A o
No. Sem. Code SlESN I 2l e Hrs. L T P Co-requisites
1 1/1 0EIT11 Mathematics 1 (1) ©laaly 3 2 - 2
2 21/ 1EIT11 Mathematics 2 (2) wlaaly 3 2 - 2 Mathematics 1
3 2/2 EIT211 Probability & Statistics YY) 5 elanyl 3 2 2 -
EIT212 i i ety English Language
4 2/1 Technical English I (5 5l 2 2 - - 1
5 1/2 EIT213 Communication Skills Juai¥l &l len 2 2 - -
6 3/2 EIT311 Project Management @il 5 ) 2 2 - -
EIT312 Scientific Research . =
) Canall laald - -
! 31 Fundamentals el Sy 2 2
Total 17 14 | 2 4
Department requirements adll clillia
Compulsory Courses &bl &) jadl)
Level- | Course - Cr. Prerequisites
o] S
No. Sem. Code SULES NS el s Hrs. L T P Co-requisites
1
2
3
4
Total
Elective Courses:  4,Laa¥l &l _adl
Level- | Course , Cr. T* | P* [Prerequisites
) A} & T
NO Sem. Code CUIE N eI Sl s Hrs. . * ** | Co-requisites
1.
2.
3.
Total

Program Major Courses g=bill gawadl &) s

Compulsory Courses by &l jiall
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Level- | Course . Cr. Prerequisites
No. Course Name ) ) N
Sem. Code el s Hrs. Co-requisites
. . Y A Aania Introduction to
1 1/2 CYS120 | Introduction to Cybersecurity s 3 Computer
. 5 Introduction to
2 1/2 Al130 Computer Programming1 1 sulall das 3 Computer
Al231 . . Computer
3 2/1 Computer Programming 2 2 Qgulall daa 3 | Programming,
4 1/2 EIT114 Discrete Mathematic dakaiie Clusaly 3 Mathematics 2
2/1 Gl ae ] & Ak Introduction to
5 Al223 Database systems Glilall ae ] 8 oot 3 Computer
Web Technology o Introduction to
Al236 ) aass ol
6 211 Fundamentals sl iy 3 Computer
e Introduction to
7 2/1 CYS251 Computer Networks Cgula OIS 3 Computer
Information System Security alas el 3 1) Introduction to
8 2/1 CYS261 Management e shaall 3 Cybersecurity
9 2/1 Al241 Computer Organization and it g Ay jlara 3 Introduction to
Architecture O gulal) Computer
2/2 Web Development and . Web Technology
10 CYS260 Security sl ashais el 3 Fundamentals
2/2 Object-Oriented dga sall Al Computer
11 Al230 Programming G kv 3 Programming I
2/2 Computer
12 Al240 Operating Systems o ol 3 Organization and
Architecture
13 | 2/2 CYS250 Switching and Routing Jaall g 4 53l 3 Computer
Networks
158 el 55,00
14 2/2 CYS262 Database Sl\él(?&éil?yement and e ﬁiﬁ_\j‘ o 3 Database systems
. . . Information
yal 5 s
15 2/2 CYS264 Information Security Policies w*iu ; 2 System Security
and Laws Gilasladl Management
3/1 . ikl JSLa Object-Oriented
16 CYS331 | Data structure and algorithms el sal 3 Programming
3/1 : PO Object-Oriented
17 CYS333 Advance Programming daxial) Ana ) 3 Programming
3/1 - Object-Oriented
18 CYS361 Cryptography Braail 3 Programming
3/1 i ; Sl <Ll Networks
19 CYS351 Wireless Netvv_orkmg and 3 Mu? L) 3 Switching and
Security elal Routing
3/1 ; it ; e L Introduction to
20 CYS335 | Mobile Applications Security | dJibssall cilisdas (ya 3 Cybersecurity
21 | 3/2 CYS340 | System Analysis and design bl aranaiy Jilas 3
3/2 “liae wll . Web
22 CYS332 | Secure Software Development = Rﬁi{\ﬁ S 3 Development and
Security
3/2 iliti - - - Wireless
23 CVS363 Threats and Vul_nerabllltles u\m@-dldﬂx 3 Networking and
Analysis <l il Security
24 3/2 CYS362 Digital Forensics PR B PP EEN PN | 3
3/2 Information
25 CYS364 Ethics and Compliance JUaY 5 Ay 2 Security Policies
and Laws
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Level- | Course . Cr. Prerequisites
) ) !
N Sem. Code GRS NETE el s Hrs. LT ¥ Co-requisites
Artificial Intelligence for selibia¥) 1S Introduction to
26 411 CY3461 Cybersecurity ) QAN 3 2 - 2 Cybersecurity
4/1 Reverse Engineering and 5] 5 ApuSall Auurigl) ) Advance
27 Y3463 System Management ddaay) 3 2 2 Programming
4/1 Ethical hacking and Candy SNAY) Sl Networks
28 CYS465 Penetration Testing Sl_ay! 3 2 _ 5 security
29 | 4711 | cvsso1 Elective 1 14,8 3 2 | - 2
: N TR Computer
30 | 4/2 | cysae0 loT Security £ Laa¥) i) Gl 3 2 2 Networks
4/2 Personal Privacy and Social il dpa padll Ethics and
31 CYS462 Engineering doclaia¥l duaigll g 3 3 ) B Compliance
32 | 4/2 | CYs492 Elective 2 24 ) 3 2 | - 2
Total 94 (60 | 4 52
Elective Courses: 4 Lay) <l sl
Level- | Course p Cr. T* | P* [Prerequisites
) ) €3 S
N Sem. Code CRUER NENE el s Hrs. L * ** | Co-requisites
Selected topics in Y A8 liae aaal 5
= 4/l Cybersecurity & omd! 3 2 2
Information Hiding ..
) : Cila slaall plad ] Chlyids
2 4ll Techniques sl T 3 2 2
4/1 and Risk Management L) PN
3 Analysis Dbl sy 204 3 2 ) 2
4. 4/1 Mobile Forensics Jasiall sl dalall 3 2 - )
System Components Wl ol . i
> /24 Security and Testing Pl e o4l s 3 2 2
6. /24 Blockchain Security CpiiS Ll (pal 3 2 - 2
/24 Biometric .
. S | d8sladl -
/ Authentication el 28 3 2 2
Total 6 4 4
Field Training Courses (if any) il <l 5 jaall
Level- | Course : Cr. Prerequisites
) ) s
A Sem. Code SR N Sl s Hrs. = . Co-requisites
At least the student
1 32 CYS380 Internship e G, 3 - - - should completed
80 C.H
Total 3
Research Project Courses z_adll g gy &l ) e
Level- | Course - Cr. Prerequisites,
A Sem. Code SR NETE Sl Hrs. = # Co-requisites
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. . . At least the student
1 4/1 CYS481 Graduation PrOjectl 1 C)AS & 9y 3 - should completed
80C.H
2 24/ | Cys482 Graduation Project2 2 g AT g 5 e 3 1 Graduation Project1
Total 6 1
STUDY PLAN: 4l al) Adadl)
Term 1
Level- | Course : Cr. Prerequisites
) ) s
A Sem. Code CUULED NI Sl s Hrs. . Co-requisites
1 1/1 UNI101 Islamic Culture ApalsY) A8l 2 2
2 1/1 UNI103 Arabic Language | 1 due 43 2 2
3 1/1 UNI104 English Language | 1 4alad) 4xd 2 2
4 1/1 UNI107 Arabic Israeli Conflict | (Lol wY) (qoall gl pall 2 2
5 1/1 OUNI10 Introduction to Computer NEPEN | P PO 3 2
6 1/1 EIT111 Mathematics | 1 Slosaly ) 3 2
7 1/1 UNI102 National Culture Al ) 2atal) 2 2
Total 16 14
Term 2
Level- | Course , Cr. Prerequisites
) A} s
A Sem. Code SN Sl s Hrs. L Co-requisites
1 1/2 UNI103 2Arabic Language | 2 4u e 44l 2 2 Arabic Languagel
2 172 UNI106 2English Language | 2 & sl 4al 2 2 English Language 1
3 1/2 EIT112 Mathematics 2 | 2 <lusl, 3 2
4 1/2 CYS120 Introduction to Cybersecurity :;L‘fj‘uw 3 2 'méoodnf;ﬂ?; 0
5 1/2 Al130 1 Computer Programming | 1 < guladl daa 5 3 Mathematics 1
6 1/2 EIT114 Discrete Mathematic | Asdadic Cilusaly ) 3 2 Mathematics2
7 1/2 EIT213 Communication skills | Ju=i¥! &l jles 2 English 2
Total 18 14
Term 1
Level- | Course : Cr. Prerequisites
) ) S
N Sem. Code SR NETE Sl s Hrs. 5 Co-requisites
. . Computer
1 2/1 Al231 2Computer Programming | 2 <l das 3 2 | Prografnming’
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2/1 P .Y Introduction to
2 Al223 Database systems | <bladl ac 8 alis 3 2 2 Computer
2/1 Web Technology P Introduction to
Al236 | BV I
3 Fundamentals sl iy 3 2 2 Computer
2/1 o e Introduction to
4 CYS251 Computer Networks | «suls cilSul 3 2 2 Computer
2/1 Information System Security | akai gl 30 Introduction to
5 CYS261 Management | - ciesed 3 | 2 2 Cybersecurity
2/1 Computer Organization and | adaiis 4 jlexe Introduction to
Al241 .
6 Architecture | csuall 3 2 2 Computer
7 2/1 EIT212 Technical English | (il (5 julasy) 2 2 -
Total 20 14 12
Term 2
Level- | Course : Cr Prerequisites
No. Course Name ) ) X L P qUISTLES,
Sem. Code Sl s Hrs. Co-requisites
1 2/2 EIT211 Probability and Statistics | <Ylaia¥ly slasy! 3 2 - -
2/2 Web Development and . Web Technology
2 CYS260 Security sl sk oal 3 2 2 Fundamentals
212 Object-Oriented P 5 Computer
Al23 . CREIN] | ] P
3 0 Programming sl 3 2 2 Programming 11
2112 Computer
4 Al240 Operating Systems | Juis ol 3 2 2 Organization and
Architecture
5 2/2 CYS250 Switching and Routing [ Jaxall 5 4 53l 3 2 2 Computer Networks
212 Database Management and | 2! (el 531
CYS262 . :
6 Security | <l 3 2 2 Database systems
. . .. el s il Information System
7 2/2 CYS264 Information Security Pdoll_ICIeS O u),u\ > 9 2 ) Security
ana Laws | < Management
Total 20 14 10
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Term1
Level- | Course . Cr. Prerequisites
) o) s
e Sem. Code e VBT Sl s Hrs. L i Co-requisites
Scientific Research ) ;
J Caanl) Gl - -
1 | 3/1 | EIT312 Fundamentals | = &) < 2 2
3/1 . ikl JSLa Object-Oriented
2 CYS331 Data structure and algorithms clae i) sl 3 2 2 Programming
3/1 ; s e g Object-Oriented
3 CYS333 Advance Programming | 4sagiall das yll 3 2 2 Programming
Object-Oriented
4 | 3/1 | cvsse1 Cryptography | sl 3 2 2 recramming
3/1 Wireless Networking and | A4Sl i<l Switching and
5 CYS351 Security | Wi 3 2 2 Routing
6 | 3/1 | cvs33s | Mobile Applications Security | diusal clisicl | 3 | 1 41 ety
Total 17 11 12
Term 2
Level- | Course : Cr. Prerequisites
) ) S
A Sem. Code SOESNELS Sl s Hrs. . i Co-requisites
1 3/2 | CYS340 | System Analysis and design | ekl asewais Jilas 3 2 -
3/2 Gl ll o g Web Development
2 CYS332 | Secure Software Development eyl 3 2 - and Security
3/2 . - Scientific Research
3 EIT311 Projects Management okl 3,0 2 2 - Fundamentals
3/2 fpess e R Wireless
4 CYS363 Threats and Vulnerabllltl_es \m‘«-d\g‘hla-a 3 5 5 Networking and
Analysis <l Security
5 3/2 | CYS362 Digital Forensics | (<l Jliall sl 3 2 2
3/2 . : L]« LS Information Security
6 CYS364 Ethics and Compliance | Jue¥ly oLaday) 2 2 - Policies and Laws
7 3/2 CYS380 Internship JPRIRPRNETRR 3 - -
Total 19 12 4
Term1
Level- | Course : Cr. Prerequisites
) ) s
No. Sem. Code SLESE 2l s Hrs. L P Co-requisites
Artificial Intelligence for | eldaal! ¢S Introduction to
1 471 Cysael Cybersecurity ) aal ol 3 2 2 Cybersecurity
4/1 Reverse Engineering and | 3,03 5 2puSall duunigl) Advance
2 CYS463 System Management Aadaiy 3 2 2 Programming
3 4/1 CYS465 Ethical hacking and | oasis 33l Sl 3 2 2 Networks security
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Penetration Testing Gy
4 4/1 CYs491 Elective 1 W 3 - 2
. . . N Scientific Research
5 411 | cvsast Graduation Projectl 1z s e 3 - | - Fundamentals
Total 15 8
Term 2
Level- | Course . Cr. Prerequisites
No. rse Nam ) o T| P NP
%1 sem. Code GRS NETE Sl s Hrs. Co-requisites
1 412 CYS460 loT Security clady) e gl el 3 2 | Computer Networks
o | 412 | cyssep | Personal Privacy and Social | Aasdllfeasadl | | Ethics and
Engineering Joelaial) duigl Compliance
3 412 CYS492 Elective 2 15 lise 3 - 2
412 | Cys482 Graduation Project 2 2 g oA 5 M 3 4 | Graduation Projectl
Total 12 8
Elective Courses:
Level- | Course - Cr. Prerequisites
No. Course Name ) ) L* | T** [ po S
Sem. Code ol s Hrs. Co-requisites
! 471 Selected topics in O (85 R auial 5 3 2 2 Introduction to
Cybersecurity ol Cybersecurity
4/1 Information Hiding e sl slaa] il Object-Oriented
? Techniques sheall slis) =y 3 2 2 Programming
Risk Management . . Projects
. Ll 5l -
3 471 and analysis el sy 5 3 2 2 Management
411 Mobile Forensics | .y yin ga 3 2 2 | O
4 “ Security
4/2 System Components N o . Operatin
: h Uil palic el Gasd . perating
5 Security and Testing | & 2= 3 2 2 Systems
4/2 . . B Artificial
Blockchain security S Ll el 3 2 2 Intelligence for
6 Cybersecurity
, 412 Au?r:(()arr?t?é:t(i:on A gaal) A8aLall 3 2 2 Digital Forensics
Total 6 4 4




