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* General Information: Sy malil) oo dale cila glaa
Program Name Cybersecurity
Y| el aud ) oead) e
Total Credit Hours 137 Credit Hours
Y | sadiaall culelud) aae Saaina dela VPV
Program Period 4 Years [8 semesters]
Y| bl A s il (Rl 2 Jgud A) il g €
Awarded Degree Bachelor of Cybersecurity
¢ | Aadall Ax o) ol ) G G 55 SIS
Study System: Semester Based system (full-time)
o | Al s (Al Balaaail) gl Hall J gl ol
PROGRAM DISCERPTION : Tl g

The cybersecurity program is designed to provide students with a comprehensive understanding of
cybersecurity principles, practices, and technologies. This program adheres to the National Academic
Reference Standards (NARS) and aims to equip students with the necessary knowledge and skills to
address the ever-evolving challenges of cybersecurity in today's digital landscape.

bl 138 a3l | 3yl (Y1 i g il las s {gabal Jalid agis OUall 2y g 50 0 sand) () el ananal o
Aida 5l e SY) dgma jall julaalls (NARS) <ol dganl sal da 3300 i jleal) 5 4 pmalls U a5 35 ) aaga s
asl (ol dgiiall Sl pad) a5 shaial),

Promising Jobs (i ll) :
1- Secure Software Developer 4wY! zal il ) sha
2- Network Security Administrator <Saill el J s s
3- Information Security Analyst <l sleall ¢sal Jlas
4- Computer Security Architect s suaSl (el (sdiga
5- Cyber Intelligence Officer ! ) &l jLaiuy) lalia
6- Penetration Tester Gl 5iaY! s

7- Academician in Cyber Security (Lecturer, Trainer, Researcher). 3 yudl (¥ 3 aplSi
U'_\;L\ ji (PRI ,JMIAA
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% Program Structure: Tkl Jsa
Baalina Aol (VWV) (e (Al el pa¥) el g (A g 1S o ol gl ) JSa ¢ oS
(Y il e ic jga
No Requirements No. of Credit FEITTTEL
- Courses Hours Weight %
Lo : Compulsory A VY
1. | University Requirements - 12.41-%
Elective -- --
. Compulsor 7 17
2. Faculty Requirements & 5 y 12.41-%
Elective -- --
. Compulsor -- --
3. | Department Requirements P - y --%
Elective -- --
. Compulsor 30 88
4. Program Requirements P - y 68.61 %
Elective 2 6
5, Field Training (if any) Compulsory 1 3 2.19%
6. | Research Project Courses | Compulsory 2 6 4.38 %
Total: -- -- 100%
University Requirements 4xalall cibithia
Level- | Course ; Cr. p=+ | Prerequisites
o * | T o
A Sem. Code SN Sl s Hrs. LT * | Co-requisites
1. 1/1 | UNI101 Islamic Culture AaadluYy) Adal) 2 2 - -
2. 1/1 UNI103 Arabic Language 1 ) e 4al 2 2 - -
3. 1/1 | UNI105 English Language 2 AEEESTEREEY 2 2 - -
4, 1/1 UNI107 | Arabic Israeli Conflict Y () g ) aall Y Y - -
5 11 .UNI10 Introduction to sl i A 3 5 5 i
Computer
6. 1/2 | UNI102 National Culture Ak 5l A4l Y Y - -
7. | Y2 |uNit04 | Arabic Language 1 2 da e 4l 2 2 | - _ | ArabieLanguage
8. | Y2 | uNio6| English Language 2 Y A jula) 43 2 2 | - _ | Enolish Language
Total 17 V¢ 2

* L= lecture ** T=tutorial/seminar, *** P= lab/workshop/training/clinical
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Faculty Requirements 4:<!) cilylkaia

Level- | Course . Cr. Prerequisites
) o) S
No. Sem. Code SlESN I 2l e Hrs. L T P Co-requisites
1 1/1 ‘EIT11 Mathematics 1 (V) Sl 3 2 - 2
2 Y1/ ‘EIT11 Mathematics 2 (V) “luzly, 3 2 - 2 Mathematics 1
3 2/2 EIT211 Probability & Statistics YY) 5 elanyl 3 2 2 -
4 211 EIT212 Technical English Sl (5 5yl 2 2 - _ | Enolish Language
5 1/2 EIT213 Communication Skills Juai¥l &l len 2 2 - -
6 3/2 EIT311 Project Management @il 5 ) 2 2 - -
EIT312 Scientific Research . =
) Canall laald - -
! 31 Fundamentals el Sy 2 2
Total VY 14 2 4
Department requirements adll clllia
Compulsory Courses 4 la¥) <l jsall
Level- | Course - Cr. Prerequisites
) o) s
No. Sem. Code SULES NS el s Hrs. L T P Co-requisites
1
2
3
4
Total
Elective Courses:  4lay) &l ) jaall
Level- | Course , Cr. T* | P* [Prerequisites
) o) & S
NO Sem. Code CUIE N eI Sl s Hrs. . * ** | Co-requisites
1.
2.
3.

Total

Program Major Courses g=bill gawadl & ) jia

Compulsory Courses by <l jiall
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Level- | Course . Cr. Prerequisites
No. Course Name ) ) N
Sem. Code el s Hrs. Co-requisites
. . S I EOR Introduction to
1 1/2 CYS120 | Introduction to Cybersecurity s Computer
. 5 Introduction to
v
2 1/2 Al130 Computer Programming1 1 sulall das Computer
Al231 . . Computer
3 2/1 Computer Programming 2 ARSTRENIEES Y v | Programming,
4 1/2 EIT114 Discrete Mathematic Aakaiie Cilualy ) ¥ Mathematics 2
2/1 Gl ae ] & Ak v Introduction to
5 Al223 Database systems i) ae) 8 alas Computer
Web Technology o Introduction to
6 Al236 J g bl ¥
211 Fundamentals sl iy Computer
e Introduction to
7 2/1 | cysz2s1 Computer Networks Csula IS ¥ Computer
Information System Security alas el 3 1) Introduction to
8 211 CYS261 Management Cila sleal) 3 Cybersecurity
9 2/1 Al241 Computer Organization and it g Ay jlara v Introduction to
Architecture i sudall Computer
2/2 Web Development and . Web Technology
10 CYS260 Security sl ks ol 3 Fundamentals
2/2 Object-Oriented dga sall Al Computer
11 Al230 Programming G kv r Programming Il
2/2 Computer
12 Al240 Operating Systems o ol 3 Organization and
Architecture
13 2/2 CYS250 Switching and Routing Sl g 4 il 3 Computer
Networks
158 el 55,00
14 2/2 CYS262 Database Sl\él(?&éil?yement and e ﬁiﬁ_\j‘ o 3 Database systems
. . .. Information
ol g il
15 2/2 CYS264 Information Security Policies ol i < ; 2 System Security
and Laws Gilasladl Management
3/1 . ikl JSLa Object-Oriented
16 CYS331 | Data structure and algorithms el sal A Programming
3/1 ; 5 e g Object-Oriented
17 CYS333 Advance Programming daaiial) Al 3 Programming
3/1 - Object-Oriented
18 CYS361 Cryptography sl 3 Programming
3/1 i ; Sl <Ll Networks
19 CYs351 Wireless Networking and ? ”J . \ Switching and
Security elal Routing
3/1 ; it : e L Introduction to
20 CYS335 | Mobile Applications Security | Jibsall cilisdas (1l ) Cybersecurity
21 | 3/2 CYS340 | System Analysis and design bl aranaiy Jilas 3
3/2 “liae wll . Web
22 CYS332 | Secure Software Development | Rﬁi{\ﬁ . v Development and
Security
3/2 iliti el - Wireless
23 CVS363 Threats and Vul_nerabllltles & m@-ddﬂu 3 Networking and
Analysis <l il Security
24 3/2 CYS362 Digital Forensics PR B PP EEN PN | 3
3/2 Information
25 CYS364 Ethics and Compliance JUaY 5 Ay Y Security Policies
and Laws

5
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Level- | Course . Cr. Prerequisites
) ) S
N Sem. Code GRS NETE el s Hrs. LT i Co-requisites
Artificial Intelligence for selibia¥) 1S Introduction to
. . Al \ - Y !
26 471 CcYsdel Cybersecurity o omad) (a3 Cybersecurity
4/1 Reverse Engineering and 5] 5 ApuSall Auurigl) v v ) v Advance
27 Y3463 System Management Al Programming
o8 | 411 | cysass Ethical hacking and andy BRY) S v v | ¢ Networks
Penetration Testing Gy security
29 | 4711 | cvsso1 Elective 1 V4 laal v v o- v
. o e el . Computer
30 412 CYS460 loT Security LY S 5 (al v Y \ Networks
4/2 Personal Privacy and Social il dpa padll Ethics and
31 CYS462 Engineering doclaia¥l duaigll g 3 3 ) ) Compliance
32 4/2 CYS492 Elective Y 2 4y )kaal i Y - Y
Total 94 |60 | 4 52
Elective Courses:  4,Lia¥) <l ) il
Level- | Course p Cr. T* | P* [Prerequisites
) ) €3 !
N Sem. Code CRUER NENE el s Hrs. L * ** | Co-requisites
Selected topics in Y (A8 )liae aaal 5
1. : : v v Y
4/l Cybersecurity & omd!
Information Hiding . ..
2. : Cilla slaall pled ] Clyids Al \ Y
4/l Techniques shed T
4/1 and Risk Management . -
3. . Ll 30 Y - \
Analysis - Rty 3
4, 4/1 Mobile Forensics Jasial) sl Jlasl ¥ Y - Y
System Components .. o] ;
5. ¢ . . Waill palic (pl (and -
/2 Security and Testing e e 3 2 2
6. /2¢ Blockchain Security eSS Cyal X Y - Y
/2¢ Biometric .
7. S ) 48sladll Al Y - Y
Authentication el 28
Total 6 4 4
Field Training Courses (if any) & xill & ) jaall
Level- | Course : Cr. Prerequisites
) ) s
A Sem. Code SR N Sl s Hrs. = P Co-requisites
At least the student
1 32 CYS380 Internship e ¥ - - - should completed
80 C.H
Total v
Research Project Courses gz _Adll g gy &l ) e
Level- | Course - Cr. Prerequisites,
A Sem. Code SR NETE Sl Hrs. = # Co-requisites
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. . . At least the student
1 4/1 CYS481 Graduation PrOjectl ) C)N & 9y Al - should completed
80 C.H
2 Y4/ CYS482 Graduation Project2 Y TOAIE 5 pha Y \ Graduation Project1
Total 1 )
STUDY PLAN: 4l yal) adadld)
Term 1
Level- | Course : Cr. Prerequisites
) vl ..
A Sem. Code CUULED NI Sl s Hrs. . Co-requisites
1 1/1 UNI101 Islamic Culture ApalsY) A8l Y Y -
2 1/1 UNI103 Arabic Language | Ve 43l A Y -
3 1/1 UNI104 English Language | 1 4alad) 4xd A Y -
4 1/1 UNI107 Arabic Israeli Conflict | sl Y (call gl uall \ Y -
5 1/1 «UNI10 Introduction to Computer NEPEN | P PO ¥ ¥ -
6 1/1 EIT111 Mathematics | Y Gl v ¥ -
7 1/1 UNI102 National Culture Al ) 2atal) Y Y -
Total 16 14
Term 2
Level- | Course , Cr. Prerequisites
) ) o
A Sem. Code SN Sl s Hrs. L Co-requisites
1 1/2 UNI103 YArabic Language | Y 4ue 4a Y Y Arabic Languagel
2 1/2 UNI106 YEnglish Language | Y & nlsd) 4al ¥ Y English Language 1
3 1/2 EIT112 Mathematics 2 | ¥ <l v \ -
4 1/2 CYS120 | Introduction to Cybersecurity gﬁ‘uw ¥ Y '”téoodn‘igﬂi’e”r to
) 172 Al130 Y Computer Programming | ) <« sulall A ¥ 2 Mathematics 1
6 1/2 EIT114 Discrete Mathematic | dakiis izl A Y Mathematics2
7 1/2 EIT213 Communication skills | Juai¥l &l jlen 2 2 English 2
Total 18 14
Term 1
Level- | Course : Cr. Prerequisites
) v S
N Sem. Code SR NETE Sl s Hrs. 5 Co-requisites
. . Computer
1 2/1 Al231 YComputer Programming | Y «smisll daa v ¥ | Progra?nming’

7
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2/1 ot : e Introduction to
2 Al223 Database systems | <libul) ac) 6 alas ¥ A v Computer
3 2/1 Al236 Web Technology ol 2 v Y Y Introduction to
Fundamentals A B Computer
4 | 211 | cysesi Computer Networks | < suls ciSes ¥ Y \ Introduction to
Computer
2/1 Information System Security | sk gl 3l Introduction to
CYS261 ‘ Y
> Management il glaall 3 ) Cybersecurity
6 2/1 Al241 Computer Organization and | adaiis 4 jlexe v v v Introduction to
Architecture | «sulsll Computer
7 2/1 EIT212 Technical English | &) s 3alasy) \ A -
Total 20 14 12
Term 2
Level- | Course Cr Prerequisites
No. Course Name Bl ol X L P qUISITES,
Sem. Code Sl s Hrs. Co-requisites
1 2/2 EIT211 Probability and Statistics | <Ylia¥ly sbasy) ¥ ¥ - -
2/2 Web Development and . Web Technology
gl ¥
2 CYS260 Security | 25t Da sty 0l 3 2 2 Fundamentals
2/2 Object-Oriented ...y ; Computer
Al230 gl SREES | 1 s P
3 Programming Tersall e 2 2 Programming 1
2112 ] Computer
4 Al240 Operating Systems | Juuis ala 3 2 2 Organization and
Architecture
5 2/2 CYS250 Switching and Routing | Jaxall 5 4z 53l 3 2 2 Computer Networks
212 Database Management and | 2! (sl 531
CYS262 . :
6 Security | <) 3 2 2 Database systems
. . . el s il Information System
7 2/2 CYS264 Information Security Pdoll_ICIeS O u),u\ 3 2 2 ) Security
ana Laws | < Management
Total 20 14 10
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Term1
Level- | Course . Cr. Prerequisites
) o) s
e Sem. Code e VBT Sl s Hrs. L > Co-requisites
Scientific Research ) ;
bl il A - —
1| 3/1 | EITSL2 Fundamentals | <~ === 2
3/1 . ikl JSLa Object-Oriented
2 CYS331 Data structure and algorithms clan s sal s Y Y Y Programming
3/1 ; s e s Object-Oriented
3 CYS333 Advance Programming | dediall das 3 2 2 Programming
e Object-Oriented
4 | 3/1 | cvsse1 Cryptography | il 3 2 2 recramming
3/1 Wireless Networking and | A4Sl i<l v Switching and
5 CYS351 Security | il 2 2 Routing
. .. . e Ve Introduction to
6 3/1 | cys335 | Mobile Applications Security | Jitsall clinhi oyl v 1 4 Cybersecurity
Total 17 11 12
Term 2
Level- | Course : Cr. Prerequisites
) ) S
A Sem. Code CUULED NI Sl s Hrs. . i Co-requisites
1 3/2 | CYS340 | System Analysis and design | alaill asewais Jilas 3 2 -
3/2 Gl ll o g Web Development
2 CYS332 | Secure Software Development ) v ¥ - and Security
3/2 . - Scientific Research
3 EIT311 Projects Management okl 3,0 Y ¥ - Fundamentals
3/2 i e 5 Wireless
4 CYS363 Threats and Vulnerabllltl_es \m‘«-d\g‘hla-a 3 5 5 Networking and
Analysis <l Security
5 3/2 | CYS362 Digital Forensics | (<l Jliall sl 3 2 2
3/2 . : L]« LS Information Security
6 CYS364 Ethics and Compliance | JEaYlycladay) A ¥ - Policies and Laws
7 3/2 | CYs380 Internship e s ¥ - -
Total 14 12 4
Term1
Level- | Course : Cr. Prerequisites
) ) s
No. Sem. Code SLESE 2l s Hrs. L P Co-requisites
Artificial Intelligence for | cllaaV 1<l Introduction to
~ < Y A\l Y .
1 471 Cysael Cybersecurity s omadl (030 Cybersecurity
4/1 Reverse Engineering and | 3,3 5 2puSall duunigl) v v y Advance
2 CYS463 System Management dday) Programming
3 4/1 CYS465 Ethical hacking and | oasis 33l Sl ¥ Y Y Networks security

9
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Penetration Testing Gy
4 4/1 CYs491 Elective 1 Y5 lisa v ¥ - ¥
4/1 . . - . _ ) _ Scientific Research
5 CYS481 Graduation Projectl Yz A g s e ¥ Fundamentals
Total 15 8 8
Term 2
Level- | Course . Cr. Prerequisites
No. Course Name ) ) L|[T]| P NPT
Sem. Code Sl s Hrs. Co-requisites
1 4/2 CYS460 loT Security cladY) eyl el Y Y Y Computer Networks
i i 4 W ‘ :i_ua 2 ‘ i
2 4/2 CYS462 Personal Privacy and Social wj -l & ;mﬂ 3 3 ) ) Ethics and
Engineering e laia¥) duaigll Compliance
3 4/2 CYS492 Elective 2 Y 5 lida A Y - Y
412 CYS482 Graduation Project 2 2z AS g ke ¥ ) 3 Graduation Projectl
Total 12 8 8
Elective Courses:
Level- | Course p Cr. Prerequisites
No. Course Name ) ) L* | T** | pr N
Sem. Code Sl s Hrs. Co-requisites
! 471 Selected topics in G (85 R auial e v v Y Introduction to
Cybersecurity o) Cybersecurity
4/1 Information Hiding . TR Object-Oriented
? Techniques o shll clis] i Y Y Y Programming
Risk Management . . Projects
. Laall Jalasi g 5500 Y - Y
3 471 and analysis ok e 3 Management
471 Mobile Forensics | asngin | v |y gl Wt
4 N ’ Security
4/2 System Components . . Operatin
. ; Wil jalic el and - perating
5 Security and Testing | & 2~ 3 2 2 Systems
4/2 . . ) Avrtificial
Blockchain security i€ ) gl Y Y Y Intelligence for
6 Cybersecurity
4/2 Biometric . e . )
s 4 gaal) A8aliadl) Y Al Y Digital F
7 Authentication 25l 83 grial Forensics
Total 1 ¢ ¢




